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MEMORANDUM FOR: Deputy Director for Operations 
(Attention: Eloise Page) 


Deputy Director for Science and Technology 
(Attention: Ernest J. Zellmer) 


Director, National Foreign Assessment Center 
STAT (Attention: a 


General Counse] 


(Attention: [ STAT 


FROM > Michael J. Malanick 
Associate Deputy Director for Administration 


SUBJECT : Planning for Implementation of E.0. 12065 


REFERENCE > Action Plan Approved 26 July 1978 for 
Inplementation of E.0. 12065 


Attached for your planning and guidance is a paper prepared by the 
Task Force concerned with implementing the provisions of E.0. 12065 
concerning classification, declassification, and mandatory review. 
Because of the amount of work to te accomplished by 1 December 1978, 


it is hoped that the paper will prove useful to you in accomplishing 


the tasks outlined. 


michael J. Malanick 


Attachment: a/s 


STAT cc: D/Sec (Attention: ae 
DTR (Attention: Harry Fitzwater) 


Distribution: 


Origh f vedtt de - CIA-RDP86-00674R000300030001-3 
ABbjoie Hh Weis zope: 
1 - AI/DDA w/att 


) ~ Fach Adkclemeectn 
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CIA Task Force, E£.0. 12065 
Classification, Declassification, Mandatory Review Guidance 


1. Introduction 
a. The recently issued Executive Urder 12065 requires that CIA 
ds an agency with original classification authority promulgate Clas- 
Sification Guides (Sec.. 5-403) and Declassification Guidelines 
(Sec. 3-402), and that they develop procedures for mandatory review 
of information for declassification (Sec. 3-501). The Order also — 
requires that unclassified regulations establishing agency information 
security policy and unclassified guidelines for systematic declassifi- 
cation review shall be published in the Federal Register (Sec. 5-42). 
The Order further stipulates that Agency implementing regulations 
contain criteria explaining in narrative form the reason information 
needs to be protected beyond six years (Sec. 1-502). 


b. The NSC draft implementing directive for the Executive Order 
requires that Classification Guides contain categories and subcategories 
of information to be protected, the level of classification to apply 
to each, the duration of such specified classification, and the reason 
for any extension of classification beyond six years. 


c. The CIA Task Force concerned with implementing the classifi- 
cation, declassification, and mandatory review requirements noted above 
is currently drafting two basic papers and identifying tasks for the 
consideration of the three Directorates and NFAC. 


2. Classification Guides 


Conceptually the fask Force envisages three different levels 
of classification guides. 


a. Agency Classification Guide 


This Guide will set forth broad categories of intelligence 
information based upon the seven classification requirements a-g 
(Sec. 1-301). These categories will be generally common to al] 
Directorates. The guide will be unclassified and require Deputy 
Director and DCI approval. It appears likely that it will have to 
be published in the Federal Register. Whether classification desig- 
nations and duration of classification have to be assigned to each 
Category of information in the basic Agency guide remains to be 
resolved. If such assignment is required, a variable classification 
designation from Confidential to Top Secret for each category would 
seem sppropriate combined with a duration of up to 20 years. 
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b. Directorate Classification Guides 


These guides will establish subcategories of intelligence 
information based upon the Agency Classification Guide and will contain 
information generally comnon to ail components of a Directorate. They 
may be classified or unclassified and will be approved by the individual 
Deputy Directors. Each subcategory of information will require a deter- 
mination as to the level of classification, the duration of the classification, 
and the reason for any extension of classification beyond six years. 


c. Office (or equivalent) Classification Guides 


These will further expand upon the subcategories of information 
contained in the Directorate Classification Guides and will reflect the 
needs and concerns of individual components of each Directorate. They 
may be classified or unclassified and will be approved by the Office 
Directors or Chiefs of the individual components and ultimately by the 
pertinent Deputy Director. Each such subcategory of information will] 
require a determination as to the level of classification, the duration 
of the classification, and the reason for any extension of classification 
beyond six years. 


3. Draft of Agency Classification Guide and Task Force Comments 


for Directorate Consideration 


a. A draft Agency Classification Guide will be distributed to 
Directorates 0/a 1 September 1978 and Directorate comments are requested 
by 18 September 1978. This tight deadline is necessary because the 
Agency Classification Guide will serve as a starting point for Directorate 
and Office guides. 


b. It should be noted that £.0. 12065 recognizes that there may 
be national security categories of information other than those set 
forth in a-f of the E.0. which require protection against unauthorized 
disclosure. Directorates should carefully examine categories a-f to 
determine if additional (g) categories are needed to meet their 
requirements. Any such additional categories require DCI approval. 


c. As noted in paragraph 4 below, the Task Force is attempting to 
dovetail its draft Agency Classification Guide with Directorate guidelines 
for systematic declassification prepared in late 1977. It is therefore 
recommended that Directorates review their guides for declassification 
in conjunction with their review of the Task Force draft Agency Clas- 
sification Guide. 


d. In the preparation of Directorate and Office Classification 
Guides, information requiring protection must be categorized to the 
extent possible. The Classification Guides should state which of the 
classification designations (i.e., Top Secret, Secret, or Confidential) 
apply to each category of information. A statement covering the duration 
of classification when such duration is to exceed six years and the 
reason for such extension is also required. 
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e. Although Virectorate and Office Ciassification Guides may be 
classified to the level necessary, lower classitications are encouraged 
considering the intended wide use of the quides. 


f. Directorates are reminded that the significance in developing 
comprehensive Classification Guides lies in the authority extended by 
the E.0. to permit derivative classification te individuals not provided 
original classification authority (Sec. 2 of the Order). tvery original 
classification must include both a decision that the intormation concerns 
one or more of the criteria a-g described in Sec. 1-301 of the Order, and 
a decision that disclosure of the information reasonably could be expected 
to cause one of the three levels (grave, serious, identifiable) of damage 
described in Sec. 1-1 of the Urder. Ihe decision involved in each step 
must be considered separate and distinct from that of the other. 


4. Guidelines for Systenatic Declassification Review 


Each Directorate in late 1977 approved a guideline for syste- 
matic review for declassification. 


a. The Task Force is drawing from the four Directorate guidelines 
and preparing an unclassified Agency Declassification Guideline for 
publication in the Federal Register. The draft Agency guideline will 
be sent to Directorates for comment later in the year inasmuch as we 
have until 1 May 1979 to accomplish this objective. 


b. The guides for classification and declassification should 
dovetail. The Task Force is therefore drawing from the Directorate 
guidelines for declassification in its preparation of the basic guide 
for classification. It follows that Directorates may desire to review 
their guidelines for declassification when they review the basic clas- 
sification guide prepared by the Task Force. 


c. Directorate guidelines for declassification previously prepared 
as unclassified contain in some cases information that should be classified. 
Also if categories of information needing protection are not covered in 
the guides for declassification, documents containing such information 
are automatically declassified after 20 years or 30 years for foreign 
government information. It is recommended therefore that Directorates 
review their guidelines for declassification for both comprehensiveness 
and classification of content. Directorates may prepare classified 
supplementary guidelines for declassification as required. 


d. The Task Force will prepare a draft special systematic review 
guideline for foreign government information. 


€. Special procedures for systematic review and declassification 
of classified cryptologic information will be developed by the Secretary 
of Defense. The DCI is responsible for developing special procedures 
for systematic review and declassification of classified information 
concerning the identities of clandestine human agents. The Task Force 
will be looking to the DDO for input in developing the latter guideline 
which will be binding on the Intelligence Community. 
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9. Mandatory Review Procedures 


It is anticipated that the current modus operandi between the 
Information and Privacy Staff and Agency components for handling mandatory 
review requests along with FOIA and Privacy Act requests will be continued. 
The Task Force will be responsible for drafting a paper describing these 
procedures for mandatory review to conform with Sec. 3-5 of the Order. 


6. Task Force Assistance 


Questions on this paper should be referred to Directorate Focal 
Point Officers who are available to provide assistance as may be required. 
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ASSOCIATED WITH THE IMPLEMENTATION OF 
EXECUTIVE ORDER 12065 
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The DDA assigned tasks associated with the implementation of the 
new Executive Order have been grouped under one of the following four 
general headings: 


Classification/Declassification/Mandatory Review 
Markings 

Training 

Safeguarding 


TASK FORCES 


Individual task forces will be established to handle each of the 
four areas listed above. The first three task forces will be chaired 
by ISAS representatives while the fourth will be chaired by a represen- 
tative from the Office of Security. C/ISAS will function as the 
coordinator between all task forces. 


A representative from each of the four Directorates and OGC will 
be appointed to each task force to form the basic vorking group. 
Additional members can be requested by each Chairman if and when the 
need arises. Once formed, each task force will be organized internally 
to handle their individual program elements in the most efficient manner. 


DIRECTORATE SUPPORT 


To obtain and maintain the shortest possible response time from 
the four Directorates, it is recommended that the job responsibilities 
for the four individuals who are currently functioning as the senior 
Declassification Focal Point Officers for each Directorate be expanded 
to include all coordination activities associated with the development 
and implementation of this program. It is further recommended that 
where practical, those individuals within each Directorate that were 
tasked with helping to develop declassification guidelines, be designated 
to assist the Declassification Focal Point Officers with all coordination 
activities. The above structure worked extremely well in developing the 
declassification guidelines and should function equally as well in 
helping to develop and coordinate this program. 


ACTUAL PROGRAM IMPLEMENTATION 
Within the DDA, records management personnel will be playing an 
extremely important role in the actual implementation of the new E£.0. 


This role will be to act as the means for transmitting to Agency personne} 
the actual instructions on what actions are required and how they are to 
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be done. In this role they will also serve as convenient points of 
contact for the multitude of questions that are sure to be raised as 
actual implementation cfforts move forward. Involvement of these 
personnel will be through the Directorate Records Management Officer 
who Will participate in and be kept fully informed on all aspects of 
the implementation program. 


How this program will be implemented within the other Directorates 
18 something that should be decided upon at the earliest possible date. 


ae ern 


I.  CLASSIFICATION/DECLASSIFICATION/MANDATORY REVIEW 
A. TASK FORCE - Chairman - STAT 


DDO - 
NFAC 
DDS&T 
DDA - 
OGC - 
IPS - 


OS - 
RAB - 


_B. Approach - Will be to combine classification with declassifi- 
cation and develop common guidelines covering both aspects. To meet 
known requirements of the new £.0. both classified and unclassified 
guidelines will have to be developed. Since the system established for 
the development and approval of the current Agency declassification. 
guidelines is still in existence, it is planned that this same system 
will be used to obtain overall coordination and approval for all guide- 


lines that will be developed. Applicable regulations will be written/ 
rewritten. 


C. Problens - No specific problems have been identified. 

D. Time Frame - In-house guidelines and requlations should be 
ready for formal coordination and approval by 1 October 1978. This 
will allow two months to complete this process so that they will be 
ready for use by the Agency on 1 December 1978. Unclassified guide- 
lines for outside approval and publication in the Federal Register 
must be completed by 1 June 1979, 


IT. MARKINGS 


A. TASK FORCE - Chairman ae | STAT 
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DDO - 
NFAC 

DDS&T 
DDA - 
GGC - 
OS - 

RAB - 


B. Approach - All classification markings and controls now in use 
throughout the Agency will have to be reviewed in light of the imple- 
menting order for the new £.0. to determine what changes will be 


‘required and how these changes should be implemented. Initial requirement 
will be to get OGC guidance on what markings and controls the impleisenting 
order for the new E.0. will probably allow so preliminary work can start 


as soon as possible. Applicable regulations will be written/rewritten. 


The initial instructions and procedures dealing with markings 
will have to be followed by a detailed handbook on how these genera] 
procedures are to work, i.e., size and position of markings. 


_€. Problems - It is anticipated that due to the great number. of 
individual interests involved in this general area a significant number 
of problenis may be encountered. 


D. Time Frame - All proposals ready for formal coordination and 
approval by 1 October 1978. All newly required stamps ready for dis- 
tribution by 1 November 1978. 


IT]. TRAINING 
A. TASK FORCE - Chairman 


O&C 
RAB 
OS - 
OTR 


B. Approach - Identify those elements that the new £.0. requires 
must be addressed and work with OTR to develop the most effective means 
of getting required information to all levels of the Agency. Special 
emphasis should be placed on determining whether an audio-visual 
presentation would be the most effective way to inform all] Agency 
personnel on the changes the new E.0. brings to the current classifi- 
cation process. Applicable regulations will be written/rewritten. 


. C. Problems - No special problems have been identified as of this 
-inie. | 


D. Time Frame - Programs and procedures ready for in-house formal 
approvals by 1 October 1978. Actual training of employees to start by 
| November 1978. 
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IV. SAFEGUARDING 


STAT 
A. TASK FORCE - Chairman 


DDA 
DDO 


DDS& 
NEAC 
OGC 
0S - 


B. Approach - Identify those elements of the new £.0. relating to 
the safeguarding of classified material that require implementation 
through revision of Agency regulations. The Office of Security has 
been preparing revised security regulations which will serve as a take- 


| off point for the changes necessitated by the E.0. Specif 
pore new r j replace the extant HR STAT 


C. Problems - The principal problem associated with the implemen- 
tation of safeguarding policy is caused by the fact that Headquarters 
Regulations depend largely on the development of the implementation 
directive for £.0. 12065. As a result, the promulgation of the 
implementing directive will be the pacing item. 


D. Time Frame’ - Initial drafts on which to build the revised 
Headquarters Regulations are already available. They will be modified 
to be consistent with the implementing directive as it is developed. 
Assuming promulgation of the implementing directive by 30 September, 
final drafts of the Headquarters Regulations should be submitted to 
the Regulations Control Branch by 31 October. 


V.  APPROVALS/ACTION REQUIRED 


1. Approval of the attached Headquarters Notice describing what 
being done within the Agency to prepare for the implementation of 
the new E.0. 


2. Approval for the use of senior Directorate Declassification 
Ae one Officers and supporting structures in implementing the 
new E.0. 3 


3. Appointinent of representatives to the various task forces 
and agreement that additional personnel will be made available if 
required, : 
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STAT 


STAT 


STAT 


STAT 


STAT 


al ‘ 


0. OO eon an approval OF thoePinel spt ec entat Ton package 
will be handled within the respective Directorates and independent 


offices by the below listed signatories. 


APPROVED: 


Michael J./Malanic 
Directorate of Administration 


: oise Page 
Directorate of Operatio 


Ernest J. Zellmer 
Directorate of Science and Technology 


Paul Walsh” 
National Foreign Assessment Center 


Ran] 


Office of General Counsel 


Date 
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CLASSIFICATION GUIDES 


ALTERNATIVE #1 
Agency-wide guide. 
Directorate guides. 
Office guides. 


Agency-wide guide would cover general type information common to all 
offices within the Agency. 


Directorate guides would cover information unique to each directorate 
but common to all offices within each directorate. 


Office guides would cover information unique to each office. 


Agency-wide guide should be prepared by representatives from each 
directorate and approved by DCI. 


Directorate guides should be prepared by representatives from each 
office within the directorate and approved by DD's. 


Office guides should be prepared by representatives from each branch/ 
section within office and approved by office head. 


Decentralized system, but one office (AI/DDA?) should act as focal 
point and liaison between directorates. 


Each office would have to work from three guides, but would not be 
burdened by unnecessary information. 
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ALTERNATIVE #2 


Agency-wide guide. 
Office guides. 


Agency-wide guide would cover general type information common to all 
offices within the Agency. 


Office guides would cover information unique to each office, but also 
information common within each directorate. 


Agency-wide guide should be prepared by representatives from each 
directorate and approved by DCI. 


Office guides should be prepared by representatives from each branch/ 
section within office and approved by one person within each 
directorate (DD's?) to ensure consistency between offices in 
duplicative information. 


One office (AI/DDA?) should act as focal point and liaison between 
directorates. 


Each office would have two guides to work from, but duplication would 
exist between office guides. 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 


ALTERNATIVE #3 
Directorate guides. 


Each directorate would have only one guide to cover both common type 
information and unique information within directorate/offices. 


One person in Agency would act as coordinator and also approve each 
guide to ensure consistency between directorates. 


Each office would have only one guide to work from, but would be 
burdened with unnecessary information. 


Duplication would exist between guides. 
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ALTERNATIVE #4 


Directorate guides. 
Office guides. 


Directorate guides would cover common-type information found within 
Agency, and information unique to each directorate but common to 
all offices within each directorate. 


Office guides would cover information unique to each office. 


Directorate guides should be coordinated and approved by one person 
to ensure consistency in duplicative information. 


Office guides should be approved by office heads (or DD's?). 

One office (AI/DDA?) should act as focal point. 

Offices would have to work from two guides, but would not be burdened 
by unnecessary information. — 


Duplication would exist between directorate guides, 
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INFORMATION SECURITY OVERSIGHT OFFICE 4 


COMPARISON OF MAJOR FEATURES OF 
EXECUTIVE ORDERS GOVERNING THE 
INFORMATION SECURITY PROGRAM 
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I, CLASSIFICATION LEVELS 


E.0. 10501, AS AMENDED 


THREE LEVELS: THREE LEVELS: 


TOP SECRET(TS)-EXCEPTIONALLY GRAVE TS-EXCEPTIONALLY GRAVE DAMAGE 
DAMAGE S-SERIOUS DAMAGE 

SECRET(S)-SERIOUS DAMAGE C-DANAGE 

CONFIDENTIAL(C)-PREJUDICIAL TO 
DEFENSE 


THREE LEVELS: 


TS-EXCEPTIONALLY GRAVE DAMAGE 
S-SERIOUS DAMAGE 
C-IDENTIFIABLE DAMAGE 


CURRENT DRAFT 


THREE LEVELS: 
TS-EXCEPTIONALLY GRAVE 


DAMAGE 
S-SERIOUS DAMAGE 
C-DAMAGE 


COMMENT: THE TERM “IDENTIFIABLE” HAS BEEN OMITTED IN THE DRAFT ORDER TO OVERCOME LITIGATION PROBLEMS CONCERNING THE INTENT OF THE LANGUAGE OF 


E.0. 12065. IT IS NOT INTENDED NOR DOES EXPERIENCE INDICATE THAT ITS 
DRAFT ORDER WHICH WOULD NOT BE CLASSIFIABLE UNDER E.0. 12065. 
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OMISSION WILL RESULT IN INFORMATION BEING CLASSIFIED UNDER THE 
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II, WHO MAY ORIGINALLY CLASSIFY 


E.0. 10501, AS AMENDED ' £0. 11652 pci CURRENT DRAFT 


TOP SECRET: 17 AGENCIES 
-1597 PERSONS 
SECRET: 30 AGENCIES 
-9986 PERSONS 


CONFIDENTIAL; 30 AGENCIES 
-6043 PERSONS 


THE CURRENT DRAFT DOES 

NOT LIST THE AGENCIES 

WITH CLASSIFICATION 
AUTHORITY. THIS WILL BE 
ACCOMPLISHED BY AN ACCOM- 
PANYING PRESIDENTIAL ORDER. 
PRESENT PLANS ANTICIPATE 
NUMBERS COMPARABLE TO 

E.0. 12065 IN BOTH NUMBERS 
OF AGENCIES AND PERSONNEL. 


TOP SECRET: 48 AGENCIES 
~7,136 PERSONS 
SECRET: 48: AGENCIES 
-23,236 PERSONS 
CONFIDENTIAL; 48 AGENCIES 
-28,944 PERSONS 


TOTAL ORIGINAL CLASSIFIERS: 59,316 


TOP SECRET: ‘13 AGENCIES 
-1496 PERSONS 
SECRET: 17 AGENCIES 
~4195 PERSONS 
CONFIDENTIAL: 19 AGENCIES 
~1538 PERSONS 


TOTAL ORIGINAL CLASSIFIERS: 


TOTAL ORIGINAL CLASSIFIERS: 17,626 


NOTE: AGENCY AUTHORITY CITED ON 
THIS PAGE IS CUMULATIVE: I.£., AGEN- 
CIES WITH SECRET AUTHORITY INCLUDE 
THOSE WITH TOP SECRET. THE SAME 
APPLIES FOR CONFIDENTIAL. 


COMMENT: THE CURRENT DRAFT REFLECTS COMMITMENT TO KEEP THE NUMBER OF CLASSIFIERS TO A NECESSARY MINIMUM WHILE PROVIDING AN 
AVOID THE UNNECESSARY INVOLVEMENT OF THE HEAD OF THE AGENCY IN THE DELEGATION PROCESS. : CAE eee 
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TIT, CLASSIFICATION CATEGORIES 


E.0. 10501, AS AMENDED E.0. 11652 E.0. 12065 


NO SPECIFIC CATEGORIES ARE GIVEN NO SPECIFIC CATEGORIES. ARE GIVEN WHICH SEVEN CATEGORIES: 

WHICH LIMIT SUBJECT MATTERS THAT MAY [| LIMIT SUBJECT MATTERS THAT HAY BE 

BE CLASSIFIED CLASSIFIED 1. MILITARY PLANS, WEAPONS, OR OPERA- 
TIONS 5 


2. FOREIGN GOVERNMENT INFORMATION; 

3. INTELLIGENCE ACTIVITIES, SOURCES OR 
METHODS; ; 

4. FOREIGN RELATIONS OR FOREIGN ACTIVI~- 
TIES OF THE UNITED STATES; 

5. SCIENTIFIC, TECHNOLOGICAL, OR ECONO- 
MIC MATTERS RELATING TO THE NATIONAL 
SECURITY; 

6. UNITED STATES GOVERNMENT PROGRAMS 
FOR SAFEGUARDING NUCLEAR MATERIALS OR 
FACILITIES; OR 

7. OTHER CATEGORIES OF INFORMATION 


AND WHICH REQUIRE PROTECTION AGAINST 
UNAUTHORIZED DISCLOSURE AS DETERMINED 
BY THE PRESIDENT, BY A PERSON DESIGNAT- 
ED BY THE PRESIDENT PURSUANT TO SEC, 
1-201, OR BY AN AGENCY HEAD. 


COMMENT: THE THREE ADDITIONAL CATEGORIES ADDED TO THE CURRENT DRAFT REFLECT EXPERIENCE OF 3 YEARS UNDER E.0, 12065 
WHICH INDICATED THAT THE ELEMENTS ADDED WERE JEOPARDIZED IN THE CONTEXT OF LITIGATION, IT IS NOT INTENDED 
OTCHT LOH UHRER Econ ene BE CLASSIFIED UNDER THESE CATEGORIES BEYOND THAT WHICH WAS SUBJECT TO CLASSI- 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 


| TEN CATEGORIES: 


WHICH ARE RELATED TO NATIONAL SECURITY 


CURRENT DRAFT 


1. MILITARY PLANS, WEAPONS, OR 

OPERATIONS ; 

2, THE VULNERABILITIES OR CAPA- 
BILITIES OF SYSTEMS, INSTALLA~ 

TIONS, PROJECTS, OR PLANS VITAL 
TO THE NATIONAL SECURITY; 

3. FOREIGN GOVERNMENT INFORMA- 


TIONS 

4. INTELLIGENCE ACTIVITIES (IN- 
CLUDING SPECIAL ACTIVITIES), OR 
INTELLIGENCE SOURCES OR METHODS; 
5. FOREIGN RELATIONS OR FOREIGN 
ACTIVITIES OF THE UNITED STATES; 
6. SCIENTIFIC, TECHNOLOGICAL, 
OR ECONOMIC MATTERS RELATING TO 
THE NATIONAL SECURITY; 

7, UNITED STATES GOVERNMENT PRO- 
GRAMS FOR SAFEGUARDING NUCLEAR 
MATERIALS OR FACILITIES; 

8. CRYPTOLOGY; 

9. A CONFIDENTIAL SOURCE; OR 

10. OTHER CATEGORIES OF INFORMA- 
TION WHICH ARE RELATED TO THE 
NATIONAL SECURITY AND WHICH RE- 
QUIRE PROTECTION AGAINST UNAU- 
THORIZED DISCLOSURE AS DETER- 
MINED BY THE PRESIDENT OR BY 
AGENCY HEADS WHO HAVE ORIGINAL 
CLASSIFICATION AUTHORITY. ANY 
DETERMINATION MADE UNDER THIS 
SUBSECTION SHALL BE REPORTED 
PROMPTLY TO THE DIRECTOR OF THE 
INFORMATION SECURITY OVERSIGHT 
OFFICE. 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 


TV. DURATION OF CLASSIFICATION 


E.0, 10501, AS AMENDED CURRENT DRAFT 


FOUR GROUPS: THREE GROUPS: SIX YEARS UNLESS EXTENDED BY HEAD OF IF APPROPRIATE, A LIMIT SHALL 
: AGENCY OR TOP SECRET AUTHORITY FOR BE ESTABLISHED AT TIME OF 
GROUP 1-NO LIMITATIONS ON DURATION 1, ADVANCED DECLASSIFICATION SCHEDULE- PERIODS UP TO 20 YEARS. FOLLOWING ORIGINAL CLASSIFICATION. 
GROUP 2-NO LIMITATIONS ON DURATION (ADS): REVIEW, HEAD OF AGENCY MAY EXTEND BE- CLASSIFICATION SHALL CON- 
GROUP 3-NO LIMITATIONS ON DURATION TS-SOONER THAN 10 YEARS YOND 20 YEARS. TINUE AS LONG AS REQUIRED 


GROUP 4-12 YEARS S-SQONER THAN 8 YEARS BY NATIONAL SECURITY INTE- 
C-SOONER THAN 6 YEARS EXPERIENCE HAS SHOWN THAT THE OVER- REST. 
2. GENERAL DECLASSIFICATION SCHEDULE WHELMING MAJORITY (IN EXCESS OF 90%) 
(GDS): NOT MARKED FOR AUTOMATIC DECLASSIFICA- 
TS-10 YEARS TION IN SIX YEARS. 
5-8 YEARS 


C-6 YEARS 

ti ales DECLASSIFICATION SCHEDULE: 
XDS): 

TS-30 YEARS UNLESS EXTENDED 

S-30 YEARS UNLESS EXTENDED 

C-30 YEARS UNLESS EXTENDED 


COMMENT: THE DRAFT ORDER RECOGNIZES THAT AUTOMATIC DECLASSIFICATION DATES WHICH DO NOT RELATE TO A SPECIFIC OCCURRENCE ARE ARTIFICIAL DETERMINATIONS 
ria A ant TO SECURITY OF THE INFORMATION. EXPERIENCE INDICATES THAT AGENCIES AVOID AFFIXING AUTOMATIC DECLASSIFICATION DATES 
ENEVER POSSIBLE. 
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E. 0. 10501, as amended 


NO SPECIFIC GROUP OF LIMITATIONS. 
SOME REFERENCES TO AVOIDING UNNEC- 
ESSARY OR INAPPROPRIATE 
CLASSIFICATION, 


COMMENTS: THE CURRENT DRAFT RETAINS THE CRITICAL LIMITATIONS OF THE EXISTING ORDER, 
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Vv, IMITATIONS ON CLASSIFICATION 


| e = cae pots peddle ase 


CLASSIFICATION SOLELY ON BASIS OF 
NATIONAL SECURITY CONSIDERATIONS. 
NOT TO CONCEAL INEFFICIENCY OR 
ERROR, TO PREVENT EMBARRASSMENT, 
TO RESTRAIN COMPETITION OR TO 
PREVENT THE RELEASE OF MATERIAL 
NOT REQUIRING NATIONAL SECURITY 
PROTECTION, 


CLASSIFICATION IMPROPER WHEN USED TO 
CONCEAL VIOLATIONS OF LAW, INEFFICIENC 
OR ERROR, PREVENT EMBARRASSMENT, OR 
RESTRAIN COMPETITION, OR LIMIT 
DISSEMINATION OF INFORMATION, 


BASIC SCIENTIFIC RESEARCH NOT CLEARLY 
RELATED TO NATIONAL SECURITY MAY NOT 
BE CLASSIFIED, CLASSIFICATION MAY 
NOT BE RESTORED TO DOCUMENTS DECLASSI- 
FIED AND RELEASED TO THE PUBLIC, 

UNDER VERY LIMITED CIRCUMSTANCES 
DOCUMENTS CAN BE CLASSIFIED AFTER 
RECEIPT OF FOIA OR MANDATORY REVIEW 
REQUEST, 


CLASSIFICATION SOLELY ON 
BASIS OF NATIONAL SECURITY 
CONSIDERATIONS. NOT TO 
CONCEAL VIOLATIONS OF LAW, 
INEFFICIENCY OR ERROR, 
PREVENT EMBARRASSMENT, 
RESTRAIN COMPETITION, OR 
DELAY RELEASE OF INFORMATION. 
UNDER VERY LIMITED CIRCUM- 
STANCES, DECLASSIFIED 
INFORMATION WHICH REQUIRES 
PROTECTION MAY BE RECLASSI- 
FIED. UNDER LIMITED 
CIRCUMSTANCES, DOCUMENTS 

CAN BE CLASSIFIED AFTER 
RECEIPT OF FOIA OR MANDATORY 
REVIEW REQUEST, 


IN ALLOWING THE VERY LIMITED RECLASSIFECATION OF MATERIAL 
PREVIOUSLY RELEASED, THE DRAFT RECOGNIZES INSTANCES IN WHICH THIS ACTION IS BOTH NECESSARY AND EFFECTEVE, 
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E. 0, 10501, as amended 


NO RECOGNITION OF DISTINCTION ~ 
BETWEEN ORIGINAL AND DERIVATIVE 
CLASSIFICATION. 
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VI. RECOGNITION OF DERIVATIVE CLASSIFICATION 


NO SPECIFIC RECOGNITION OF DISTINCTION 
BETWEEN ORIGINAL AND ‘DERIVATIVE 
CLASSIFICATION. HOLDERS OF CLASSIFIED 
INFORMATION ARE REQUIRED ''TO OBSERVE 
AND RESPECT" THE CLASSIFICATION 
ASSIGNED BY THE ORIGINATOR. 


RECOGNIZES DERIVATIVE CLASSIFICATION 
AS A COMPLETELY DISTINCT PROCESS FROM 
ORIGINAL CLASSIFICATION, BUT DOES NOT 
DEFINE DERIVATIVE CLASSIFICATION. ANY 
AUTHORIZED HOLDER OF CLASSIFIED 
INFORMATION MAY DERIVATIVELY CLASSIFY, 
EVEN PERSONS WITHOUT ORIGINAL CLASSI- 
FICATION AUTHORITY. MANDATES CREATION 
OF CLASSIFICATION GUIDES TO BE USED 

BY DERIVATIVE CLASSIFIERS, 


E. 0, 11652 E; 0, 12065 Current draft 


RECOGNIZES DERIVATIVE CLASSI- 
FICATION AS A COMPLETELY 
DISTINCT PROCESS FROM 
ORIGINAL CLASSIFICATION, AND 
DEFINES THE TERM. ANY 
AUTHORIZED HOLDER OF 
CLASSIFIED INFORMATION MAY 
DERIVATIVELY CLASSIFY, EVEN 
PERSONS WITHOUT ORIGINAL 
CLASSIFICATION AUTHORITY. 
MANDATES CREATION OF 
CLASSIFICATION GUIDES, BUT 
AGENCY HEAD MAY WAIVE 
REQUIREMENT FOR SPECIFIC 
CLASSES OF INFORMATION AND 
REPORT WAIVER TO IS00, 


COMMENTS: IS00 EXPERIENCE IN MONITORING THE PROGRAM SHOWS THAT APPROXIMATELY 95% OF ALL CLASSIFICATION ACTIONS ARE DERIVATIVE IN NATURE, 
APPROPRIATE APPLICATION OF DERIVATIVE CLASSIFICATION PROMOTES UNIFORM CLASSIFICATION QF LIKE INFORMATION AND FACELETATES ITS | 


SAFEGUARDING AND ULTIMATE DECLASSIFICATION. 


INFORMATION FOR WHICH CLASSIFICATION GUIDES ARE INEFFECTUAL. 
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THE DRAFT ORDER REFLECTS [SOO EXPERTENCE THAT THERE ARE CERTAIN CLASSES OF 
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VII. AUTHORITY TO DECLASSIFY AND DOWNGRADE 


E.Q. 10507, AS AMENDED £.0. 12065 


CURRENT DRAFT 


AUTHORITY TO DECLASSIFY OR 
DOWNGRADE RESTS WITH THE 
ORIGINATING OFFICIAL; A 
SUCCESSOR IN FUNCTION; A 
SUPERVISORY OFFICIAL OF EITHER; 
OR OTHER OFFICIALS DESIGNATED 
BY THE AGENCY HEAD OR THE 
SENIOR INFORMATION SECURITY 
PROGRAM OFFICIAL. 


AUTHORITY TO DECLASSIFY OR DOWNGRADE 
RESTS WITH THE ORIGINATING OFFICIAL; 

A SUCCESSOR IN FUNCTION; A SUPERVISORY 
OFFICIAL OF EITHER: OR OTHER OFFICIALS 
DESIGNATED BY THE AGENCY HEAD. THE 
DIRECTOR OF IS00 MAY ORDER AN AGENCY 
HEAD TO DECLASSIFY INFORMATION DETER- 
MINED TO BE CLASSIFIED IN VIOLATION OF 
THE ORDER. SUCH AN ORDER MAY BE 
APPEALED BY AGENCY HEAD TO NATIONAL 
SECURITY COUNCIL. 


AUTHORITY TO DECLASSIFY OR DOWNGRADE 
RESTS WITH THE ORIGINATING OFFICIAL; A 
SUCCESSOR IN FUNCTION; A SUPERVISORY 
OFFICIAL OF EITHER; AND ANY OTHER 
OFFICIAL WITH TOP SECRET OR SECRET 
CLASSIFICATION AUTHORITY WHO HAS BEEN 
DESIGNATED BY ONE OF THE PRIOR LISTED 
OFFICIALS. 


HEAD OF AGENCY AND DESIGNEES MAY | 
‘DECLASSIFY OR DOWNGRADE INFORMATION 
ORIGINATED WITHIN THAT AGENCY. HEAD 
OF AGENCY AND DESIGNEES MAY DECLAS- 
SIFY OR DOWNGRADE INFORMATION ORIGI- 
NATING IN ANOTHER AGENCY BUT IN THEIR 
POSSESSION BASED ON REGULATIONS 
ISSUED BY ORIGINATING AGENCY. 


COMMENT; THE DRAFT ORDER RETAINS THE DECLASSIFICATION PROCEDURES OF E.0, 12065 AS THEY PERTAIN TO AUTHORITY AND FACILITATES THE DECLASSIFICATION 
PROCESS BY ALLOWING THE AGENCY SENIOR OFFICIAL TO DESIGNATE DECLASSIFICATION AUTHORITIES, 
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VIII. SYSTEMATIC REVIEW 


E . 0. 10501, as amended E, 0, 12065 Current draft 


SYSTEMATIC REVIEW TO BE 
CARRTED OUT BY THE ARCHIVIST, 
CONSISTENT WITH PROCEDURES 
PRESCRIBED BY ISOO AND AGENCY 
GUIDELINES, ON ALL MATERIAL 
ACCESSIONED ENTO THE NATIONAL 
ARCHIVES AND CLASSIFIED 
PRESIDENTIAL PAPERS IN THE 
ARCHIVISTtS CONTROL. TIME- 
FRAMES TO BE ESTABLISHED 

IN ACCORDANCE WITH ISOO 
DIRECTIVES AND AGENCY 
GUIDELINES, AGENCY HEADS 
MAY CONDUCT SYSTEMATIC REVIEW 
PROGRAM ON PERMANENTLY VALU- 
ABLE RECORDS ORIGINATING IN 
THOSE AGENCTES , 


ALL INFORMATION CLASSIFIED UNDER 
PRIOR ORDERS TO BE REVIEWED FOR 
DECLASSIFICATION BY THE ARCHIVIST 

OF THE UNITED STATES 30 YEARS FROM 
DATE OF ORIGIN, AGENCIES TO PROVIDE 
THE ARCHIVIST WITH GUIDELINES AND 
SUPPORT AS NEEDED. CLASSIFICATION 
OF SPECIFIC CATEGORIES OF INFORMATION 
MAY BE EXTENDED BEYOND 30 YEARS BY 
THE HEAD OF THE ORIGINATING AGENCY, 


PERMANENTLY VALUABLE CLASSIFIED 
RECORDS SHALL BE SYSTEMATICALLY 
REVIEWED FOR DECLASSIFICATION 
TWENTY YEARS FROM DATE OF ORIGIN, 
AGENCY HEAD MAY EXTEND DECLASSI- 
FICATION IN TEN YEAR INCREMENTS 
FOLLOWING REVIEW, FOREIGN 
GOVERNMENT INFORMATION TO BE 
REVIEWED 30 YEARS FROM DATE OF 
ORIGIN, ALL AGENCIES SHALL 
DEVELOP GUIDELINES FOR USE IN THIS 
PROGRAM, 


NO PROVISIONS FOR SYSTEMATIC 
REVIEW. 


COMMENTS: THE CURRENT DRAFT REPRESENTS A COMPROMISE POSITION BETWEEN THE RECOMMENDATION OF THE GENERAL ACCOUNTING OFFICE THAT SYSTEMATIC 
REVIEW BE ABOLISHED ENTIRELY AND THE CURRENT SYSTEM WHICH IS BOTH COSTLY AND UNSUCCESSFUL IN MEETING THE REQUIREMENTS QF THE 
ORDER. THE MORE REALISTIC PROGRAM ENVISIONED UNDER THE DRAFT ORDER WILL BETTER BALANCE THE NEEDS OF RESEARCHERS WITH AYATLABLE 
RESOURCES. 
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IX. MANDATORY REVIEW 


E.0. 10501, AS AMENDED CURRENT DRAFT 


ORIGINATOR SHALL REVIEW INFORMATION FOR 
POSSIBLE DECLASSIFICATION UPON A REQUEST 
BY AN AGENCY OR MEMBER OF THE GENERAL 
PUBLIC IF THE INFORMATION IS AT LEAST 
TEN YEARS OLD. 


NO PROVISION REGARDING MANDATORY 
REVIEW. 


A MEMBER OF THE PUBLIC OR GOVERNMENT 
AGENCY MAY, AT ANY TIME, REQUEST 

THAT CLASSIFIED INFORMATION BE REVIEWED 
FOR DECLASSIFICATION AND RELEASE. 
PRESIDENTIAL MATERIALS LESS THAN TEN 
YEARS OLD ARE EXEMPT FROM THIS REQUIRE- 
MENT. AGENCIES CANNOT REFUSE TO CON- 
FIRM OR DENY THE EXISTENCE OF A DOCU- 
MENT UNLESS THAT FACT IS CLASSIFIABLE 
UNDER THIS ORDER. 


IN MAKING DECLASSIFICATION DECISIONS THE 
ORIGINATOR SHOULD BALANCE THE BENEFITS 
TO THE PUBLIC FROM RELEASE OF INFORMA- 
TION AGAINST NATIONAL SECURITY CONSI- 

DERATIONS. 


ALL INFORMATION SUBJECT TO MAN- 
DATORY REVIEW AT ANY TIME UPON 
REQUEST BY US CITIZEN, RESI- 
DENT ALIEN, OR STATE OR LOCAL 
GOVERNMENT. REQUEST MUST BE 
SPECIFIC ENOUGH THAT AGENCIES 
CAN LOCATE THE INFORMATION WITH 
REASONABLE EFFORT. PRESIDENTIAL 
MATERIALS ARE SUBJECT TO MANDA- 
TORY REVIEW 12 YEARS AFTER 
CREATION. AGENCIES SHALL DEVE- 
LOP PROCEDURES FOR MANDATORY 
REVIEW, TO INCLUDE A METHOD OF 
APPEAL. INFORMATION SHALL BE 
REVIEWED BY THE ORIGINATOR IF 

IN THE CUSTODY OF ANOTHER AGENCY. 


COMMENT: OMISSION OF THE "BALANCING TEST" IS DESIGNED TO PREVENT THE UNINTENDED JUDICIAL REVIEW OF EXECUTIVE BRANCH DISCRETION. BALANCING 
IS INHERENTLY A PART OF THE DECISION TO CLASSIFY AND DECLASSIFY INFORMATION. THE DELAY TO 12 YEARS FOR REVIEW OF PRESIDENTIAL RECORDS 
IS DESIGNED TO BE CONSISTENT WITH THE PRESIDENTIAL RECORDS ACT OF 1978. 
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E. 0. 10501, as amended 


SETS FORTH BASIC POLICIES CONCERNING 
ACCESS, STORAGE, LOCKS AND SECURITY 
CONTAINERS, DISSEMINATION, LOSS, 
COMPROMISE, ACCOUNTABILITY, TRANS- 
MISSION, DESTRUCTION, ETC. 
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X, SAFEGUARDING 


“B. O. 11652 


PROVIDED ESSENTIALLY THE SAME BASIC 
POLICIES FOR THE PROTECTION OF 
NATIONAL SECURITY INFORMATION. IN 
ADDITION, REQUIRED THE NATIONAL 
SECURITY COUNCIL TO ISSUE DIRECTIVES 
CONCERNING PROTECTION BASED ON THESE 
POLICIES. 


E. O. 12065 


IN ADDITION TO THE BASIC POLICIES 
SET FORTH IN PREDECESSOR ORDERS, 
INCLUDED DIRECTION FOR REPRODUCTION 
CONTROLS AND FOR MONITORSHTP OF 
SPECIAL ACCESS PROGRAMS BY THE 
DIRECTOR OF THE INFORMATION SECURITY 
OVERSIGHT OFFICE (IS00). PROVINES 
THAT THE ISOO PROMULGATE IMPLEMENTING 
SAFEGUARDING DIRECTIVES, 


Current draft 


RETAINS THE SAFEGUARDING 
POLICIES OF E. 0. 12065 
WITH THE EXCEPTION OF 
THOSE PORTIONS DEALING 
WITH REPRODUCTION CONTROLS. 
ADDS PROVISIONS PROHIBITING 
DISTRIBUTION OR DISSEMINA- 
TION OF INFORMATION TO A 
THIRD AGENCY WITHOUT THE 
AGREEMENT OF THE ORIGINATING 
AGENCY . 


COMMENTS: THE THIRD-AGENCY RULE CURRENTLY CONTAINED IN THE ISOO DIRECTIVE HAS BEEN PLACED IN THE DRAFT ORDER, THE IMPLEMENTING DIRECTIVE 


WILL REQUIRE AGENCIES TO ESTABLISH APPROPRIATE REPRODUCTION CONTROLS, 
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1 


E.0. 10501, AS AMENDED 
MADE NO PROVISIONS FOR OVERSIGHT BY AN 
INDEPENDENT BODY, EACH AGENCY WAS RE- 
SPONSIBLE FOR MONITORING ITS OWN PRO- 
GRAM. THE NATIONAL SECURITY COUNCIL 
(NSC) WAS RESPONSIBLE FOR CONDUCTING 
A CONTINUING REVIEW OF THE IMPLEMEN- 
TATION OF THE ORDER TO ENSURE THAT 
CLASSIFIED DEFENSE INFORMATION WAS 
PROPERLY SAFEGUARDED. 
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XI. 


ESTABLISHED A SEVEN MEMBER INTERAGENCY 
CLASSIFICATION REVIEW COMMITTEE (ICRC) TO 
ASSIST THE NSC IN MONITORING IMPLEMENTA- 
TION OF THE ORDER. THE ICRC WAS CHARGED 
SPECIFICALLY TO OVERSEE AGENCY ACTIONS, 
TO INCLUDE APPROVAL OF AGENCY IMPLEMENT- 
ING DIRECTIVES, AND TO RECEIVE AND TAKE 
ACTION ON SUGGESTIONS AND COMPLAINTS 
REGARDING THE PROGRAM FROM PERSONS WITH~ 
IN OR OUTSIDE THE GOVERNMENT, 


HEADS OF AGENCIES WERE CHARGED TO DESIG- 
NATE A SENIOR OFFICIAL RESPONSIBLE FOR 
EFFECTIVE IMPLEMENTATION AND FOR ENSURING 
THAT AGENCY PERSONNEL WERE FAMILIAR WITH 
THE REQUIREMENTS OF THE ORDER. 


OVERSIGHT 


E.0. 12066 


ESTABLISHES A SEPARATE AND INDEPENDENT 
BODY, THE INFORMATION SECURITY OVER- 
SIGHT OFFICE (1S00), TO MONITOR THE 
PROGRAM. PROVIDES AUTHORITY FOR THE 
DIRECTOR, ISO0, TO OVERSEE AND ENSURE 
COMPLIANCE WITH THE ORDER THROUGH ON- 
SITE REVIEWS OF AGENCY PROGRAMS, AND 
REVIEW AND APPROVE: AGENCY. IMPLE- 
MENTING REGULATIONS AND SYSTEMATIC 
REVIEW GUIDELINES. REQUIRES THE 
DIRECTOR TO REPORT ANNUALLY TO THE 
PRESIDENT ON THE STATUS OF IMPLEMENTA- 
TION OF THE ORDER. THE DIRECTOR, ISO0, 
IS GIVEN THE AUTHORITY TO DEVELOP AND 
PROMULGATE DIRECTIVES FOR IMPLEMENTING 
THE ORDER THAT ARE BINDING ON AGENCIES. 
OVERALL POLICY DIRECTION FOR THE PROGRAM 
e Ge BY THE NATIONAL SECURITY 
COUNCIL. 


COMMENT: CURRENT DRAFT CONTINUES TO RECOGNIZE THE NEED FOR AN INDEPENDENT OVERSIGHT ORGANIZATION. 
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CURRENT DRAFT 


THE CURRENT DRAFT ESSENTIALLY 
RETAINS ALL AUTHORITY PROVID- 
ED TO THE ISOO BY £.0. 12065. 
IN ADDITION IT PROVIDES THE 
DIRECTOR THE AUTHORITY TO 
PRESCRIBE E 


STAND ITY_FORM 
PPOINT MEMBERS OF THE 


1S00 STAFF. 


THE DRAFT CONTINUES TO PRO- 
VIDE THAT THE NSC SHALL PRO- 


VIDE OVERALL POLICY DIRECTION 
FOR THE PROGRAM. 


E. 0. 10501, as amended 


PROVIDED FOR NO SPECIFIC SANCTIONS 
EXCEPT THAT AGENCY HEADS WERE 
DIRECTED TO TAKE PROMPT AND 
STRINGENT ACTION AGAINST ANY 
EMPLOYEE DETERMINED TO HAVE BEEN 
KNOWINGLY RESPONSIBLE FOR THE 
UNAUTHORIZED RELEASE OR DISCLOSURE 
OF CLASSIFIED DEFENSE INFORMATION. 


COMMENTS: CURRENT DRAFT RETAINS AND STRENGTHENS THE SANCTION PROVISIONS OF E, 0, 12065, JT RELIEVES THE REQUIREMENT THAT AGENCIES MAKE 
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XII. SANCTIONS 


E. 0. 11652 


SANCTIONS WERE LIMITED TO CASES OF 
REPEATED UNNECESSARY CLASSIFICATION 
OR OVERCLASSIFICATION AND TO 
UNAUTHORIZED DISCLOSURES OF NATIONAL 
SECURITY INFORMATION. 


ON-THE-SPOT REPORTS OF MINOR ADMINISTRATIVE VIOLATIONS TO THE [SQO, 


E, 0. 12065 Current draft 


SANCTIONS WERE EXPANDED TO COVER 
KNOWING AND WILLFUL (1) CLASSIFICA- 
TION IN VIOLATION OF THE ORDER; (2) 
UNAUTHORIZED DISCLOSURE; OR (3) 
VIOLATION OF ANY OTHER PROVISION 
OF THE ORDER OR IMPLEMENTING 
DIRECTIVES. A RANGE OF SANCTIONS 
FROM REPRIMAND TO REMOVAL WAS ESTA- 
BLISHED, THE DIRECTOR OF ISOO 
MUST BE INFORMED OF ALL VIOLATIONS 
AND CORRECTIVE ACTIONS TAKEN. 
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THE SANCTION. PROVISIONS OF 
E. O. 12065 ARE CONTINUED 

IN THE CURRENT DRAFT. THE 
ONE ADDITION IS PROVISION 
FOR "NEGLIGENT" UNAUTHORIZED 
DISCLOSURE OR "NEGLIGENT" 
VIOLATION OF ANY OTHER 
PROVISION OF THE ORDER OR 
IMPLEMENTING DIRECTIVES. 

THE RANGE OF SANCTIONS 
PROVIDED BY BE. 0. 12065 

IS CONTINUED, AS WELL AS 
PROVISIONS FOR THE DIRECTOR, 
ISOO, TO BE NOTIFIED IN 
CASES OF UNAUTHORIZED 
DISCLOSURE OR CLASSIFICATION 
IN VIOLATION OF THE ORDER. 


Executhve Order 12065 : = 
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EXECUTIVE ORDER 12065 
June 24, 1978 


Natlonal Security information 


By the authority vested in me as Provident by the Conaicution and laws of 
the United Sines of America, in order to balance the public's interest in 
accext to Goverment information with ihe need to prosect certain national 
security information from disclosure, it is hereby ardered a3 follows: 
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PART 6 
6.1 


National Security tnformation 
TABLE OF CONTENTS 


ORIGINAL CLASSIFICATION: 
CLASSIFICATION LEVELS 
CLASSIFICATION AUTHORITY 
CLASSIFICATION CATEGORIES 
OURATION OF CLASSIFICATION 
IDENTIFICATION ANO MARKINGS 
LIMITATION ON CLASSIFICATION 


DERIVATIVE CLASSIFICATION: 
USE OF DERIVATIVE CLASSIFICATION 
CLASSIFICATION GUIDES 


DECLASSIFICATION AND DOWNGRADING 

DECLASSIFICATION AUTHORITY 

TRANSFERRED INFORMATION 

SYSTEMATIC REVIEW FOR 
DECLASSIFICATION 

MANDATORY REVIEW FOR 
DECLASSIFICATION 


SAFEGUARDING: 
GENERAL RESTRICTIONS ON ACCESS 
SPECIAL ACCESS PROGRAMS 


ace. BY HISTORICAL RESEARCHERS AND 


ORMER PRESIDENTIAL APPOINTEES 


IMPLEMENTATION ANO REVIEW: 

POLICY DIRECTION 

INFORMATION SECURITY OVERSIGHT 
OFFICE 


GENERAL RESPONSIGLITIES 
SANCTIONS 


GENERAL PROVISIONS: 
DEFINITIONS 
GENERAL 


REASONS FOR CIIANGE 
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EXECUTIVE ORDER 12065 


SECTION 1. Oarcivac Crassincation. 
LoL. Clasnfication Designation. 

{-101. Except as provided in the Atomic Energy Act of 1954, as amend- 
ed. chia Order provides the only basis for classifying information, Information 
may be classified in one of the three designations lined below. If there [a 
seasonable doubt which designation ia appropriate, of whether the information 
should be classified at all, the less restrictive designation should be used, or 
the information should not be classified. : 

1-102. “Tope Secret” shall be applied only to information, the unauihor- 
ined diselosure of which reasonably could be expected to cause exceptionally 
grare damage to the national security. 

1-103. “Secret” shall be applied only 19 information, the unsuhorked 
disclorure of which reasonably could be expected to cause serious damage to 
the national security. 

1-104. “Confidential” shail be applied to information, the unauthorized 
diselowure of which reasonably could be capected to cause identifiable damage 
to the national securny. 


COMPARISON LF EXECUTIVE ORDER 12065 AND THE RAFT URDEK 


DRAFT ORDER 


EXECUTIVE ORDER 
NATIONAL SECURITY INFORMATION 


This Order prescribes uniform system for classifying, declassif ying, and 
satequarding national security information, If recognizes thot It Is essential that 
the public be informed concerning the activities of its Government, but that the 
Interests of the United States and its citizens require that certain information 
conceming the national defense and forei relations be protected against 
unauthorized disclosure, Nothing In this Order limits the protection afforded ony 
information by other provisians of law. 


PART 1 
ORIGINAL CLASSIFICATION 


SECTION 1.4 Classification Levels. 


{a} National security information (hereinafter “classified 
Information”) shall be classified of one of the following three 
levels: 


(1) "Top Secret" shall be applied to information, the 
unauthorized disclosure of which reasonobly could be 
expected to couse exceptionally grave damage fo the 
national security. : 


(2) “Secret” shall be oppiied to information, the 
unauthorized disclosure of which reasonably could be 
expected to couse serious damage to the national 
security. 


(3) “Confidential® shalt be applied to information, the 
unauthorized disclosure of which reasonably could be 
expected to cause damage to the national security. 


(b) Except as otherwise provided by statute, no other terms 
shall be used to Identify classified Information. 


(c} If there fs reasonable doubt either about the need to 
classify information or about which clossification level is 
appropriate, the Information shall be considered classified and 
shall be safeguarded as required for the higher level of 
classification under the provisions of this Order pending a Final 
determination by an original classification ovthority. 


REASONS FOR CHANGE 


Preamble: The draft preamble {s designed to introduce the purpose 
and tone of tha Order. If stresses a more even approach to the 
question of protection of information versus openness. 


Section 1.1 of the proposed Order hos been rewritten to view 
classification in a positive rather than a negative light. 


Section |.1{aX3) of the proposed Order eliminates the word 
“identifiable” to avoid litigation problems that may arise if a 
quantum standard is oppited to this word, 


Section 1.1(c) of the proposed Order stresses the need to protect 


information thot : 
the current pres be classifted; it reploces the negative tone in 
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ve 
COMPARISON OF EXECUTIVE ORDER 12069 AND) TIL DAR) Utditty f 
EXECUTIVE ORDFR 12065 DRAFT ORDER REASONS FOR CHANGE : 


1-2. Clasyficatton Authonsy, 


1-201. Top Secret. Authority for original classification of information as 


SEC 1.2 


Classification Authority. 


Top Secret may be exercised only by the President, bv such officials as the 
President may designate by publication in the Feaeaac Recistea, by the (a) Jon Secret: The authority to classify information 
agency heads listed belaw, and by officials to whom such auchority is delegat- originally as. Top Secret may be exercised only by: 

ed in accordance with Section 1-204: 


Sections .2(a) thru 1.2(c) : The listing of classification officlats in | : 
the present Order will be replaced by a separate listing outside the ' : 
body of the Order. This Is more practical from an administrative ‘t 
standpoint. The methods of delegation have been broken out in the 


(I) the President; 


The Secretary of State u 


The Secretary of the Treasury 

The Secretary of Defense 

The Secretary of the Army 

The Secretary of the Navy 

The Secretary of the Air Force 

The Attomey General 

The Secretary of Energy ¥ 

The Chairman, Nuclear Regulatory Commisston 

The Director, Arms Control and Disarmament Agency 

The Director of Central Inteiligence 

The Adminiscrator, National Aeronautics and Space Adminisiration 

The Adminisuracor of General Services ideleqable only to the Direcsor, 
Federal Preparedness Agency and to the Director, Information Security Over- 
sight Olfice) 

1-202, Secret, Authority for original classification of information as Secret 
may be exercised only by such officials as the President may designate by 


publication in the Feocaw Recrstex, by the agency heads listed below, by” 


officials who have Top Secret classifleation authority, and by officials to whom 
such authority is delegated In accordance with Section 1-204: 

The Secretary of Commerce 

The Secretary of Transportation 

The Administrator, Agency for International Development 

The Director, Internadonal Communication Agency 


1-208, Confidestish Authority for original classification ef information as 
Confidendal may be exercised only by such officials as the President may 
designate by publication in the Frotaat Reoustza, by the agency heads listed 
below, by officials who have Top Secret or Secret classification authority, and 
y olficlala ca whom such authority is delegated in accordance with Section t= 

04: . 


The President and Chairman, Export-Import Bank of the United States 
The President and Chief Executive Officer, Oversesa Private Investment 


Corporation 
. 


(2) agency heads and officials designated by the 
President in the Federal Registers and 


(3) offictals delegated this authority under Sectlon |.2(d). 


(b} Secret. The authority to classify Information originally as 
Secrat may be exercised only by: 


(1) agency heods ond officials designated by the 
President in the Federal Register; 


(2) officials with original Top Secret classification 
authority; and 


Q) officiats delegated such authority pursuant to Section 


1.2(d). 


(c) Confidential. The authority to classify information 
originally as Confidential may be exercised only bys 


(1) agency heads ond officials designated by the 
President In the Federal Register; 


(2) officials with original Top Secret or Secret 
classification authority; and 


(3) ao delegated such outhority pursuant to Section 
1.2(d). 


draft for clarity. 
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EXECUTIVE ORDER 12065 


1-204. Limitations on Delegation of Clauyicanan Authority. z 

fa) Auahority for original classification of information as Top Secret may 
be delegated only to principal subordinate officials sho have a (requent need 
to exercise such authority as determined by ihe President or by agency heads 
listed in Section 1-201. , 

{b) Authority for original classification of information as Secret may be 
delegated only to subordinate officials wha have a frequent need to exercise 
such authority aa determined by the President, by agency heads listed in 
Sections 1-201 and 1-202, and by officials with Top Secret classificadion 
authority. 

{e) Autharity for original ctassification of information as Confidendal may 
be delegated only to subordinate officials who have a frequent need co exer- 
cise such authority as decermined by the President, by agency heads fisted in 
Sections 1-201, b-202, and [-203, and by officials with Top Secret classifica- 
tion authority. 

fd) Delegated original classification auchdricy may not be redelegated. 

te! Each delegation of original classification authoruy shall be In wriung 
by name or title of position held. 

{f} Delegations of original classification authoriwy shalt be held to an 
absolure minunum. Penodic reviews of such deiezations thall be made to 
ensure that cre ouficials so designated have demenstrated a continuing need to 
exercise such authonty. 


1-205. Exceptonal Caus. When an employee or contractor of an agency 
that does not have original classification authority originates information be- 


fieved to cequire <lassificauon, the informauon shall be procected in the | 


Tanner prescribed by this Order and implementing disectives. The informa- 
tion shall be Wansmitted prompdy under appropriate safeguards 19 the agency 
which has appropriate subject maser interest and classification authority, That 
agency shall decide within 30 davs whether to classify chat information. {fi is 
nat clear which agency should get the information, it saall be sent co the 
Dicector of the Ingormation Secunty Qversight Office established in Section S- 
2. for a determination. 


ea at a te 


Tt nr 


er hs 
(d) Delegation of Original Classification Authority. 


DRAFT ORDER 


(1) Delegations of original classification authority shall 
be limited to the minimum required to odminister this 
Order. Agency heads are responsible for ensuring that 
designated subordinate officials have a demonstrable and 
continuing need to exercise this authority. 


(2) Original Top Secret classification authority may be 
delegated anly by the President; on agency head or 
official designated pursuant to Section 1.2(aX2); and the 
senior official designated under Section 5.3(aX1), 
provided that officlal has been delegated original Top 
Secret classification authority by the agency head. 


(3) Original Secret classification authority may be 
delegated only by the President; on agency head or 
official designated pursuant to Sections |.2(aX2) and 


1.2(bX 0); an official with original Top Secret 
classification authority; and the senior official designated 
under Section 5,3(aX1), provided that official has been 
dalagated original Secret classification authority by the 
agency head, 


(4) Original Confidential classification authority may be 
delegated only by the President; an head or 
official desl gnoted pursuant to Sections 1.2(aX2), 1.2(oK1) 
and 1.2(cX1), an official with original Top Secret 
classification authority; and the senior official designated 
under Section 5-301{a), provided that official has been 
delegated original Secret or Confidential classification 
authority by the agency head. 


(5) Each delegation of original classification authority 
shall be in writing and shall not be delegated except as 
provided in this Order. (1 shall identify the offictal 
delegated the authority by name or position tlile. 
Delegated classification authority includes the authority 
to classify information at the level granted and lower 
levels of classification. 


(e) Exceptional Cases. When on employee, contractor, 
licensee, or grantee of an agency that does not have original 
classification authority originates information believed by that 
person to require classification, the Information shall be 
protected in a manner consistent with this Order and its 
implementing directives. The information shail be transmitted 
promptly as provided under this Order or its implementing 
directives to the agency that has appropriate subject matter 
interest ond classification authority with respect to this 
Information. Thot agency shall decide within thirty (30) days 
whether to classify this information. If it (3 not clear which 
agency has classification responsibility for this Information, It 
shall be sent to the Director of the Information Security 
Oversight Office. The Director shall determine the agency - 


LOMPARUSUN GO EXECUTIVE ORDER V009 AND HE aii) UNDER 


administrative burden on agency heads. 
and improve clarity. 


REASONS FOR CHANGE 


Sectlons 1.2(d) of the proposed Order adds the senior 

f officlal 
designated under Section 5.MaXI) of the draft to those ble to 
delegate classification authority. This will reduce the 


Section 1.2(e) of the proposed Order extends the i 
{ responsibilit 
aha fconalien to government licencees. This Cane 
nates uncertointy of whethe: t licenc 
eral tiiecbadnaelrad r or not bi ees are covered 
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Other changes are editorial 
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COMMARISON GF EXELULIVE ORDER 
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EXECUTIVE ORDER 12065 


DRAFT ORDER REASONS FOR CHANGE 


12: Clasullcolen: Reporresent, SEC 1.3 Classification Categories. 
1-301, Information may not be considered for classiftcauen unless it 
Siocerns: peo aT (a) Information shail be considered for classification if it BS ee the Proposed Order lists the additional categories 
= a ((2),(8),(9)), that have been added based on litigation i 
(a) military plans, weapons, or operations: concerns: under the Fi Hae expertence 
{b) foreign government information; peer ci beter gk OEM) ten bea The phrase “including 
{c) intelligence activities, sources or methods; ; pie cs een added to ensure that special 
(di foreign relations or foreign activities of the Caived States: (1) military plons, weapons, or operations; { intelligence activities receive protection under this order. All other 
(e? scientific, technological. or economic mauiers relating to the national (2) the vulnerabilities or capabilities of systems j changes are editoriol. 
security; D 
(D United States Government programs for safeguarding nuclear matenats installations, projects, or plans relating to the national { 
or facilities; or security; ; ; 
(g) other categories of information which are related to national security 
and which require protection against unauthorized disclosure as determined (3) foreign government information; 
by the President. by a person designated by the President pursuant to Section 
1-201, or by an agency head. (4) intelligence activities (including spaciat activities), or 


intelligence sources or methods; 


(5) foreign retations or foreign activities of the United 
Statas; 


(6) scientific, technological, or economic matters 
relating to the national security; 


(2) United States Government programs for safeguarding 
nuclear materials or facilities; 


{8) cryptology; 
(9) a confidential source; or 


(10) other categories of information that are related to 
the natlonal security and that require protection ogainst 
unauthorized disclosure as determined by the President or 
by agency heads or other officials who hove been 
defegated original classification authority by the 
President. Any determination made under this subsection 
shall be reported promptly to the Director of the 
Information Security Oversight Office. 

1-302, Even though information is determined to concern one or more of {b) Information that Is determined to FONCEEN OE: OFT S of 
the criteria in Seon 1-301, ig may not be classified unless an orginal the categories in Section 1.3(0) shall be classified when an 
clasdification authority also determines chat ita unauthorized disclosure reason- original classification authority also determines that its 
ably could be expected ¢o cause 2 least identifiable damage to the national unauthorized disclosure, either by itself or In the context of 
security. other information, reasonably could be expected to cause 

damage to the national security. 


1 
Section 1.3(b) of the proposed Order-has added longuage to moke | 
clear that classification is proper in certain situations when A 
Informatlon becomes sensitive In the context of other information, | 

' 


(The mosaic approach) 


1-303. i i orized e of Forel vernment 
idencity - Prarie abit of foreign government information or the Se the Sstiivat nouaeno foreign source, or 
’ gM source ix presumed (o cause as least identifl- intelligence sources or methods Is presumed to cause damage 


Filipe elit ine ntintin el Section 1,3(c) of the proposed Order adds Intelligence sources ond 
to the national security. 


methods to emphasize thelr sensitivity. 


1-304. Each determination under ue read of Section 1-3014g) shall (d) Information classified in accordance with Section |.3 shall ; : 
be reported prompily to the Disector of the Information Security Oversight not be dectassified automatically as a result of any unofficial Section 1.3(d) of the pr. 
ser “ osed Order is adde 
Office. : Hcation or inadvertent or unauthorized disclosure In the : [hodvertant or inoutharised ralouaet Parasia alll poe 
argument 
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EXECUTIVE ORDER 12065 DRAFT ORDER REASONS FOR CHANGE 4 
= a : Sane e 
1-4. Duration of Classification Duration of Classification. ‘7 

1101. Except as permitted in Section 1-402, at the time of che original 7 . { 
Ctassiffcation each original classification authority shall set a date or event for (a) Information shall be classified as long as requirad by , Section |.4(a) of the proposed Order has been changed to reflect the h: 

aucomatic declassification na more than six years later. national security considerations. When it con be determined, a ' realization that automatic declassification dates are artificial, ; t 


specific date or event for declassification shall be set by the 


: and t jabl ult ft I f 
| | original classification authority at the time the information Is y Srgerous, Sel ep neta Rela a Mec ah Bled 


* Information, 


originally classified. 
8-402. Only officials with Top Secret classification authority and agen. 
heads listed in Section |~2 may classify information for more than six years 
from the date of the original classification. This authoricy shafl be used spar- 
ingly. In such cases. a declassification dare or event, or a date for review. shail 
be set. This dace or event shall be a1 carly as nauonal security permits and 
shall be no more than twenty years after onyinal classification. except that for 
foreign government information the date of event may be up to shirty sears 
after original classification. 


) Automatic dectassification determinations under 
predecessor orders shall remain valid unless the classification 
ts extended by on outhorized official of the originating 
agency. These extensions may be by Individual documents or 


Sections |.4(b) ond 1.4(c) of the proposed Order are needed to make ‘W 
classification decisions under prior orders valid under the draft | 
order. i 


cotegories of information. The ogency shall ba responsible for 
notifying holders of the information of such extensions, 


(c) Information classified under predecessor orders ond marked 
for declassification review shall remain classified until 
reviewed for declassification under the provisions of this 

der, : 


SEC 15 identification ond Markings. 
(a) At the time of original classification, the fotlowing 


dead cee 2 nob b Settae gatS 


1-3. Hennjication and Martings. 


$-301. At the time of original classification. che fullowing shall be shown Information shail be shown on the face of all classified Section 1.5(0X1) and (2) of the pri ed Order itorial 
an the face of paper copies of all classified documents: documents, or clearly associated with other forms of classified changes. A Pea tore 
(a) the idenuty of the onginal classification authority: information in a manner appropriate to the medium involved, 
(b) the office of origin: < unless this information itself would reveal a confidential 
(c) the dace or event for dectassification or review: and source or relationship not atherwise evident in the document or 
tl) one of the three classification designations defined in Section t-1. information: tt 


(1) the identity of the original classification authority if 
other than the person whose nome appears as the 
approving or signing official; 


Q) the agency and office of origin; 
t 

Section 1.5(aX3) of the propased Order prescribes a standard 

declassification marking for Information whose declassification ts : 

not tled to a date or event. ie 


{3) the date or event for declassification, or the notation 
“Originating Agency's Determination Required"; and 


(4) one of the three classification levels defined in 
Section t.1. 
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1-302. Documents classified for more than sx vears shall also be marked 
with the identity of the official who authorized the prolonged classification. 
Such documents shall be annotated with the reason the classificauon 1s expect- 
ed to remain necessary, under the sequiremenis of Section 1-3, despite the 
passige of ume. The reason for the protonged classiiicaton may be stated bv 
reierence lo crieria set forth in agency wnplemenung cegulanons. These 
Criteria shall explain in narrative form the reason the informalion needs to be 
protecied bevond six vears. If the individual wha signs or otherwise authenti- 
cates a doctunent also is authonred to classify it, no further annotation of 
idenoty is required. 


1-504. In order to facilitate excerpting and other uses, exch classified 
document shall, by marking o¢ other means, indicate clearly which portions 
ace clasnfied, with the applicable classification designation, and which portions 
are not classified. The Director of the Information Security Oversight Office 
may, for good cause, grant and revoke waivers of this requirement for specti- 
fied classes of documents or information. 


1-303. Only the designations prescribed bv this Order may be used to 
identify classified information. Markings such 33 “For Official Use Only” and 
“Limited Official Use” mav not be used for thac purpose. Terms auch as 
“Conference” or “Agency” may aot be used in conjunction sich the classifica. 
tion designations prescribed by this Order; e.g.. “Agency Confidential” or 
“Conference Confidential.” 


1-305. Foreign government information shall cither retain its original 
classification designation of be assigned a Uniced Stares classificadon designa- 
tion that shall ensure a degree of protection equivalent to that required by the 
entity that furnished the information. 7 


1-306, Classified documents that contain or reveal Information that is 
subject t special dissemination ind reproductinn limitations authonaed by 


this Order shall be marked clearly so 39 to place the user on notice of the 
restrictions, ° 


COMPARISON OF EXECUTIVE ORDER 12063 AND IHE DRAFT URDER 


EXECUTIVE ORDER 12065 DRAFT ORDER 


({b) Each classified document transmitted outside the 
originating agency shall, by marking or other means, indicate 
which portions are classified, with the appticable classification 
jevel, and which portions are not classified. Agency heads 
may, for good cause, grant and revoke waivers of this 
requirement for specified classes of documents or 
Information, The Director of the Information Security 
Oversight Office shall be notified of any walvers. 


(c) Morking designations implementing the provisions of this 

Order, including abbreviations, shall conform to the standards 
rescribed in implementing directives issued by the 
information Security Oversight Office. 


(d) Foreign government information shall either retain its 
originat classification of be assigned a United States 
classification that shall ensure a degree of protection at least 
equivalent to that required by the entity that furnished the 
information. 


(e) Information assigned a level of classiflcation under 
predecessor orders shall be considered as clossified af that 
level of classification despite the omission of other cequired 


markings. Omitted markings may be inserted on a document 
by the officials specified in Section 3.1(b). 


REASONS FOR CHANGE 


. Section t.S(b) of the proposed Order seeks to reduce the 
" administrative burden on agencies by allowing agency heads, for 
good cause, to waive portion marking requirements. 


’ Section 1,5(c) of the proposed Order provides for central guidance ta ; 


achieve consistency of markings. 


. 


Section |.5(e) of the proposed Order is added to ensure protection | 
for Information classified under predecessor orders but not fully 
marked with aff markings required under proposed Order. i 


Section 1-506 of the present Executive Order has been dropped as 
unnecessary, 
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1206 


more 


1-6. Prohifiteane, 


1-803, Classification may nut be wed (9 conceal violitions of faw. inethi- 
ciency, or adimmustradve error, (0 prevent embarrassment to a person, organi- 
tation or agency, or to festrain competition. 


1-602. Basic scientific research information noc cleasly refated i the Fie 
national security may nat be classified. 

1-605. A proviuct of non-government research and development that docs 
not incorporate or reveal dassified information ta which the producer or 
developer was given prior access may not be classified under this Order until 
and unless the government acquires 2 proprietary interest in the product, This 
Order docs not affect the provisions of the Patent Secrecy Act of 1952 (35 
U.S.C, (81-188), : 

1-604, References to classified documents that do not disclose classified 
information may not he classified or used 1s a basis for clavnlication. 

1-005 Ciassification may not he used co limit dissemination of informa- 
tinn that ts not classifiable ander the provisions of this Order or to prevent or | 
delay the pubhc celease of such intormauon. 


(oti, Mo dorument originated on or afier the etfective date ot tas 
Qeler mav be classified after an weney has received a request for the decu- 
ment aadee the Eevedom of Infarnnation Act or the Mindatary Review provi- 
tens el thes Order (Section 3-5}, unless such clastilication is consistent wah 
this Order and is authorised by the agency heart or deputy agency head. 
Documents originated before the cilective date of this Order and subject 40 
such a request may aot he classified untess such classification is consisient 
with this Order and is authorized by the senior afficial designated to averse 
the agency information security prayram or hy an official wah Top Secret 
dassdinsana anthony. Clsiilication authori under dis prevition shall be 
exer ised perionally, on a dacument-hy-decument basis, 


1-607, Classification may not be restored to documents 


already declassified and released to the public under this Order 
or por Orders, 
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SEC 


CUHAKISON OF LLG EVE Oitlbis 1.06 
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1.6 


Thi Dit Ubtins 


DRAFT ORDER 


Limitations on Classification, 


(a) In na case shall information be classified in order to 
conceal violations of low, inefficiency, or atkninistrative error; 
to prevent embarrassment to 4 person, organization, or ogency; 
to restrain competition; or to prevent or delay the release of 
information thet does not require protection in the interest of 
national security. 


(b) The President or an agency head or official designated 
under Sections 1.2(aX2), 1.2(hX1), or 1.2(cX1) may re-classify 
Information previously dectassified and disclosed if it is 
determined In writing that (1) the Information requires 
protection in the interest of national security; and (2) the 
Informatlon may reasonably be recovered. 


(c) Information moy be classified or re-classified ofter an 
agency has received & request for if under the Freedom of 
Information Act (5 U.S.C. 552) or the Privacy Act of 1974 (5 
U.S.C, 5$2a), or the mandatory review provisions of this Order 
(Section 3.4) if such classification meets the requirements of 
this Order and is accomplished personally and on a document- 
by-document basis by the agency head, the deputy agency 
head, the senior agency official designated under Section 
5.3aX1), or on official with original Top Secre’ classification 
authority. 


| REASONS FOR 


CHANGE 


Sections {-602 thru 1-604 of the present Order have been dropped 
because they ore self-evident. 


Section 1.6(b) of the proposed Order provides limited author ity for 
re-classification of information requiring national security 
Protection because of changing circumstances. 


Section [.6(c) of the proposed Order lowers the level specified tn 
Sectlon 1-606 of the current Executive Order for classification of 
material after receipt of FOIA or mandatory review request. This 
change will reduce the administrative burden on agency heads. 


Section 1-607 of the Present Order has been dropped. This change js 
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EXECUTIVE ORDER #2065 | DRAFT ORDER 


REASONS FOR CHANGE 


PART 2 


DERIVATIVE CLASSIFICATION 
SECTION 2. Deawanve Curssirication. 


2-1. Cue of Denvative Cairyication. SEC 2.1 Use of Derivative Classification. 


2-101. Original classification authority shall noc be delegated to persons 
who only reproduce, extract, or summarize classified information, or who only 


apply classification markings derived from source material of as directed by a 
classification guide, : 


(a) Derivative classification is (1) the determination that 
information Is in substance the same as information currently 
classified, and (2) the application of the same classificotion 
markings. Persons who only reproduce, extract, or summarize 
classified information, or who only opply classification 
markings derived from source material or os directed by a 
classification guide, need not possess original classification 
authority. : 


Section 2.1 of the proposed Order contains editorial changes. 


() Persons who opply derivative classification markings shall: 
“4-102. Persons who apply such derivative classification markings shall: 


{ab respect original classification decisions; : 
(b) verify che information's current level of classification so far as practica- | 
ble before applying the markings: and 


(c) carry forward ta any newly created documents the assigned dates or ry forward to reated document: 
events for declassification or review and any additional authorized markings. @) carry oy Caly create pibales 


: : : assigned authorized markings. The declassification date 
in accordance with Sections 2-2 and 2-301 below. A single marking may be 
used for documents based on multiple sources, or event that provides the longest perlod of 
: classification shall be used for documents classified on 
the basls of multiple sources. 


(1) observe and respect original classification decisions; 
and 
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2-2, Clasnyication Guides, SEC 2.2 Classification Guides. } 
. sge | 
2-201. Classifica id d to direct deri i (a) Agencies with original ciassification authority shall Section 2.2(a) of the proposed Order contains changes which clarify ‘ 
specifically idenity dee eaeeeauion ia be dussliel Exch Gaciiion pide prepore classification guides to facilitate the proper and ' the purpose of classification guides and who is responsible for their : 
shalt specifically indicate how the designations, time limits, markings, and uniform derivative classification of information. preparation, ! 


other requirements of this Order are co be applied to the information. e 
(b) Each guide shall be opproved personally and in writing by 
an official who j Section 2.2(b) of the proposed Order has been changed to include the 


program manager and senior agency official as approving authorities 
for classification quides. 


2-202. Each such guide shall be approved personally and in writing by an 
agency head fisted in Section §-2 of by an official with Top Secret classifica- 
tion authority. Such approval constitutes aa original classification decision. 


(1) has program or supervisory responsibility over the 
informatton or Is the senior agency official designated 
under Sectian 5.3(aX1}; ond 


(2) is authorized to classify Information originally at the 
highest level of classification prescribed in the guide. 


(c) Agency heads may, for good cause, grant and revoke 

' walvers of the requirement to prepare classification guides for 
specified classes of documents or information. The Director of 
the Information Security Oversight Office shall be notified of 
any waivers. 


Section 2.2(c) of the proposed Order has been added to give agencies . Q 
. More flexibility in determining their needs for classification guides, ; 


2-5, New Maiernad 


2-301, New material that derives its classification from information ¢lassi- 
fied on or after tha effective date of this Order shail be marked with the 
declassification date or event, or the date for review, assigned to the scurce 
information, - 

2-302. New material that derives its classification from information classi- 
Ged under prior Orders shail be treated as follows: 

(a) 1€ the source material bears a declassification date of event twenty 
years or less from the date of origin. that date or event shall be carried 
forward on the new material. 

(b) If the source material bears no declassification dace or event or is 
marked for declassification bevond qedty vears. the new material shail be 
marked with a date for review for decfasssiicaron at oventy years from the date 
of original classification cf the source material. 

{oo Uf the source material is forcign government information bearing no 
date or event for dectassification or is marked for declassification becond 
thirty sears, the new maternal inal be parked fue cessew for declassiication at 
thirty veacs from the due af orginal classficsuon of the source materzai. 


‘ Section 2-3 of the tO i 

j J present Order has been deleted. This section 
Involves administrative requirements which will be addressed more 
y Properly in the implementing directive. 
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Ca 


SECTION 3. Dectassiricaion sno Downcaanine. | 
"OSSD, Declauificaiion Authority, 


3-101. The authority ta declassify or downgrade information classified 
under this or prior Orders shall be exercised only 3s specified in Section 9-1. 


3-102. Classified information mav be declassified or downgraded by the: 
offical who authorized the original classification if that olficiad 1s sll serving ! 
‘in che same position, by 2 successor, of by a supervisory official of either. 
1-103, Agency heads named in Section 4-2 snail fesignate additional , 
otfias at the lowest practicable echelons ta exercise deciassification and 
: downgrading authority. 


be 3-104. If the Director of the Information Securi:y Oversight Office deter: ! 
mines that information is classified in violation of this Order, the Director may 
fequire the information to be declassified bv the agsncy chad originated the 
classitication. Any such decision by the Director may be appealed to the 
National Security Council. The information shall remain classified until the 
appeal is decided or until one year from the date of the Director's decision, 
whichever occurs first. : 


. 
3-105. The provisions of this Order setating to declassification shall also 
apply to agencies which, under the terms of this Order, do not have original 
classification sucharity but which had such authoriy under prior Orders. ' 


SEC 


COMPARISON OF EXECUTIVE ORDER 12065 AND THE DAFT ORDER if) 


34 


DRAFT ORDER 


PART 3 
DECLASSIFICATION AND DOWNGRADING 


Declassification Authority. 


(a) Information shall be declassified or downgraded as soon as 
national security considerations permit. Agencies shall 
coordinate their review of classified information with other 
agencies that have a direct interest in the subject matter. 
Information that continues to meet the clossification 
requirements prescribed by Section 1.3 despite the passage of 
time will continue to be protected in accordance with this 
Order. 


(b) Information shalt be declassified or downgraded by the 
official who authorized the original classification, if that 
official Is stilt serving In the same position; the originator's 
successor; a supervisory official of either; or officials 
delegated such authority In writing by the agency head or the 
senior agency official designated pursuant to Section 5.3(aX 1). 


(c) If the Director of the Information Security Oversight 
Office determines that information is classified in violation of 
this Order, the Director may require the Information to be 
declassifled by the agency that originated the classification, 
Any such decision by the Director may be appealed to the 
Natlonal Security Council. The information shall remain 
classified untill the appeal is decided. 


(d) The provisions of this Section shall opply to agencies that, 
under the terms of this Order, do not have original 
classification authority, but that had such authority under 
predecessor orders. 


REASONS FOR CHANGE 


| Section 3. I(a) of the proposed Order contains editorial changes. 


: Section 3.4(b) of the proposed Order adds a senior agency official to : 
the list of officials authorized to declassify or downgrade classified ‘ 
> Information. 


! Section 3.1(c) of the proposed Order removes the one year deadline 
| for a decision on appeals. 


‘ Section 3.6(d) of tha proposed Order contains editorial changes. 
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EXECUTIVE ORDER 12065 


| 3-2. Transferred Information. : i 


' 3-201. For classified information transferred in conjunction with a transe! 
! Cer of functians—not merely for storage purposes—the receiving agency shall: + 
‘be deemed to be the originating agency for all Purposes under this Order. 


4-202, For classifled information not transfected in accordance with Sec- 
tion 9-201, but originated in an agency which has ceased (o exist, each agency 
in possession shall be degmed to be. the originating agency for all purposes 
under this Order, Such information may be dectassifled or downgraded by the 

‘agency in possession after consulting with any other agency having an interes 
in che dubject matter. 


5-203. Classified information transferred ta the General Services Admin: | 


“Uutrailon (or accession Into the Archives of the United States shall be declassie 
fled or downgraded by the Archivise of the United States in accordance with 


this Order, the directives of the Information Security Oversight Office, and: 


the agency guidelines. 


3-204, After the termination of a Presidential administration, the Archivist ! 
of the United States shall review and declassify or downgrade all information ; 
classified by che Presidem, the White House Stall. committees or commissions ! 
appointed by the President. or others acting on the President's behalf. Such } 
declassification thal! only be undertaken in accocdance with the provisions of i 
Section 3-304, : 


9-3. Declassification Poticy. 


! 
3~301, Dectassification of classified information shall be given emphasis : 


comparable to that accorded classification. Information classified pursuant to | 
this and prior Orders shall be declassified a3 early a3 national security consid« 
erations permit, Decisions concerning deqtassification shalt be based on the , 
toss of che information's Sensitivity with the passage of time of on the occur 
rence of a dectassification event, 

3-302. When iaformation is reviewed for declassification pursuant to this 
Order of the Freedom of Information Act, it shail be declassified untess the 
declastification aunhorisy established Pursuant 19 Section 3-1 determines that i 
the information coniinucs to meet the classification requirements prescribed in | 
Section -3 despite the Passage of time. : 

3-303. [1 is. presumed that information which continues to meet the |! 
Classification requirements in Section 1-3 fequires coutinued protection. In: 
sone cases, however, the need to Protect such information may be outweighed | 
by the public interest in disclosure of the information, and im these cases the’ 
information should be declassified. When such questions arise, they shall be ; 
teterred to the agency head, a senior agency olliciat with responsibility for! 
Processing Freedom of faformation Act requests or Mandatory Review ce. * 
quests under this Order, an official with Top Secret classificaion authority, or 
the Archivist of the United States ia the case of material covered in Section 3~ 
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DRAFT ORDER 


Tronsferred Information. 


(a) In the case of classified information tronsferred in 
conjunction with a transfer of functions, and not merely for 
Storage purposes, the recelving agency shall be deemed to be 
the originating agency for purposes of this Order. ‘ 


(b) In the case of classified information that is not offically 
transferred as described in Section 3.2(a), but that originated 
in an agency that has ceased to exist and for which there is no 
succassor agency, each agency in possession of such 
Information shall be deemed to be the orlginating ogency far 
purposes of this Order. Such Information may be declassifted 
or downgraded by the agency In possession after consultation 
with ony other agency that has an interest in the subject 
matter of the information. 


{c) Classified information transferred to the General Services 
Administration for accession inte the National Archives of the 
United States shall be declassified or downgraded by the 
Archivist of the United States in accordance with this Order, 
the directives of the Information Security Oversight Offica, 
and agency guidelines. 


REASONS FOR CHANGE 


j Section 3.2(a) of the proposed ‘Order contains editorial changes. 


j Section 3.2(b) of the proposed Order contains edftorlat changes. 


| Section 3.2(c) of the proposed Order contains no changes. 


. 


| Section 3-205 of the present Order Is dropped becouse the subject is 
‘ eddressed In the Presidential Records Act of 1978 and Section 3.4(b) 
1 of the proposed Order. 


: Section 3-301 of the present Order is dropped because the fangqvage 
: is considered unnecessary. Also, a portion of this section Is Included 
: In Section 3.{{a) of the proposed Order. 


b: Section 3-302 of the present Order Is dropped because the language 


«Is considered unnecessary. Also, a portion of this section is included 
1 In Section 3.$(a) of the proposed Order. 


‘Section 3-303 of the present Order has been dropped because it has 

. been incorrectly construed as a mechanism through which an 
Individual cautd prevail upon the courts to gain access to properly 
classified Information rather than a judgment to be applied at the 

! sole discretion of the agency head os Intended by the Order. 
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3-4. Systemane Review Jar Declassyficanion. ' 


‘ JHO1. Classified information constituting permanently valuable decards 
tof the Government. as detined bv 44 U.5.C. 2103, and informanon in the | 
Possession and controt of the Administrator of General Services, pursuant to | 
144 U.S.C, 2107 of 2107 note, thall be reviewed for declassification as ic 
becomes twenty years ald. Agency heads listed in Section 1-2 and officials ' 
designated by the President pursuant to Section 1-201 of chia Order may 
extend classification beyond twenty years, but only in accordance with Sections 
3-3 and 3-402. This authority may nor be delegated. When classification is 


extended bevond twenty years, a date no more than ten years later shall be set - 


for declassification or for the next review. That date shall be marked on the 
document. Subsequent reviews for declassification shail be set at no more 
than ten year intervals. The Director of the Information Security Oversight 
Office may extend the period bewween subsequent reviews for specific cacego- 
ries of documents or information. 
3-402, Within 180 days after she effecave date of this Order, the agency 
heads listed in Section 1-2 and the heads of agencies which had original 
stassificaiion authority under prior orders shall, afier consultation with the 
Archivist of the United States and review by the Information Security Over. 
sight Olfice. issue and maintain guidelines for syscemauc review covering 
twenty-year old classified informaion under their jurisdiction, These guide- 


lines shall state specific, limited categories of information which, because of 
their national security sensitivity, should not be declassified automatically but 
shauld be reviewed item-by-item to determine whether continted ‘protection 
beyond iwemy years is nceded. These guidelines shall be authorized for we 
by the Archivist of the United Staces and may, upon appraval of ihe issuing 
authority, be used by any agency having custody of the information. All 
infdrmation not identified in these guidelines a1 requiring review and for 
which a prior automatic declassification date has aot been established shall be 
declassified automatically at the end of wwenty years from the date of original 
classification. 

3404. Nothwithstanding Sections 3-401 and 3-102. the Secretary of 
Defense may establish special procedures for systematic ceview and declassill- 
cation of classified cryprologic information, and the Directoc of Central Incelli- 
gence may establish special procedures for systematic review and declassifica- 
tion of classified information concerning the identities of clandestine human | 
agents. These procedures shall be consistent, su far a3 practicable, with the 
cbyecuves of Sections 3-408 and 3-402. Prior to implementation, they shail be 
reviewed and approved by the Director of the Information Security Oversight 
Olfice and, with respect to macers penaining to intelligence sources and 
methods, by the Director of Cencral {ntelligence. Disapproval of procedures by 
the Director of the Informating Secu Crersight Office may be appealed to 
the National Security Cauncil. In such cases, the procedures shail noc be 
inplemented unul the appeal is decided. 

3AO4, Foreign government information shall be exempt from automatic 
declassification and twenty year astematic ceview. Unless declassified eaclier, 
such information shall be reviewed for declassification thirty years from its * 
dace of origin, Such review shall be in acenedance with the provisions of 
Section 3-3 and with guidetines developed by agency heads in consultation 
‘with the Archivist of the United States and, where appropriate, with che 
foreign governmenc or international organization concemed, These guidetines 
thall be authorized dor ase be che Archivist of che Caited States an: aay, 
upon approval of the issuing suchority, be wsea by anv agency having custody 
af the information. = Sn Aintree cide 

3-105. Transiuion co svstemaue review at cventy rears shall be implement: 
ed a4 rapidly as pracucable ind shail be completed nu more thaa ten years 
from the effective date of this Order. 
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Systematic Review for Declassification 


(a) The Archivist of the United States shall, in accordance 
with procedures prescribed in the Information Security 
Oversight Office's directives implementing this Order, 
systematically review for declassification (1) classified records 
accessioned into the National Archives of the United States, 
and (2) classified presidential papers or records in the 
Archivist's possession and control. Such Information shall be 
reviewed by the Archivist for declassificatlon In accordance 
with systematic review guidelines that shall be provided by 
agency heads who originated the information, or In the case of 
foreign government Information, by the Director of the 
{nformation Security Oversight Office in consultation with 
interested agency heads. 


(b) Agency heads may conduc? internal systematic review 
programs for classified information originated by their 
agencies contained in records determined by the Archivist to 
be permanently valuobie but that have nol been accessioned 
Into the Natlonal Archives of the United States, 


(c) After consultation with affected agencies, the Secretary of 
Defense may establish special procedures for systematic 
review for dectassification of classified cryptotogic 


information, and the Director of Central Intelligence may 
establish special procedures for systematic review far 
declassification of classified information pertaining to 
Intelligence activities (including special activities), or 
Intelligence sources or methods. 
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REASONS FOR CHANGE 


Satan eEEASAEEEEEEEREERE En Denneenenemmneaenmneeeemeeerene 


Section 3.3 The systematic revlew program of the present Order Is 
not cost efficient. The proposed Order reflects economic realities. 
The only classified records that ore required to be systematically 
reviewed under the proposed Order are those accessioned Into the 


‘National Archives of tha United States ond classified Presidential 


Popers or records In the Archivist's possession ond control. Agency 
heads may conduct Internal systematic review programs for 
classified Information originated by them, 
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EXECUTIVE ORDER 12065 


3-5, Mandatory Review for Dectasnficatan. 


3-301. Agencies shall estabiish a mandatory reviews procedure to handie 
requests by a member of the public, by a government employee. of by an 
agency, to declassify and reteaie information, This pracedure shall apply to 
informacion classified under this Order or prior Orders, Except a4 provided in 
Section 3-503, upon such a request the information shail be reviewed for 
possible declassification, provided the request reasonably describes the infor- 
mation. Requests far dectassification under this provision shalt be acted upan 
within 60 days, After review, the information of any reasonably segregable 
portian thereof that no longer requires protection under this Order shall be 
declassified and released unless withholding is otherwise warranted under 
applicable law. 


3-308, Information less than ten years old whieh was originated by the 
President, by the White House Staif, or by cammiciees or commissions ap. 
pointed by the President, or by others acting on behalf of the President, 
including such information in the possession and contral of the Administrator 


of General Services pursuant to 44 U.S.C. 2107 of 2107 nate, is exempied 
from the pravisions of Section 3-301. Such information over cen years ofd 
shats be subject to mandatory review for dectassification. Requests for manda- 
tory review shalt be processed in accordance with procedures developed by 
the Archivist of che United States. These procedures shall provide for consul- 
tatian with agencies having primary subject matter interest, Any decision by the 
Archivist may be appealed to the Director of the Information Security Over. 
sight Office. Agencies with primary subject matter interest shall be notified 
prompdy of the Director's decision on such appeals and may further appeal to 
the National Security Councif through the process set forth in Section 3-104. 


SEC 
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Mandstory Review for Declassification. 


(a) Except as provided in Section 3.4(b), all information 
classifled under this Order or predecessor orders shall be 
subject to a review for declassificotion by the originating 
agency, ifs 


(I) the request is made by a United States citizen or 
permanent resident alien, a federal agency, or a State or 
local government; and 


(2) the request describes the document or material 
containing the Information with sufficient specificity to 
pera the agency to locate it with a reasonable amount 
of effort. 


(b) Information originated by a President, the White House 
Staff, by committees, commissions, or boards appointed by the 
President, or others specifically providing advice and counsel 
to a President or acting on behalf of a President, Including 
such information in the possession and control of the 
Administrator of General Services Pursuant fo sectlons 2107, 
2107 note, or 2203 of tithe 44, United States Code, is exempted 
from the provisions of Section 3.4(a). The Archivist of the 
United States shall have authority to review and declassify 
such information. Review procedures developed by the 
Archivist shall provide for consultation with agencies having 
primary subject matter interest and shall be consistent whth 
the provisions of appticable laws or lawful agreements thot 
Pertain to the respective presidential Popers or records, Any 
decision by the Archivist may be appeated to the Director of 
the Information Security Oversight Office. Agencies with 
primary subject matter Interest shail be notified promptly of 
the Director's decision on such oppeals and may further appeal 
to the National Security Council. The information shalt remain 
clossifled until the appeal is decided.” 


(c) Agencies conducting a mandatory review for 
declassification shall declassify information no longer requiring 
protection under this Order. They shall release this 
Information unless withholding is otherwise authorized under 
applicable law. 


(d) Agency heads shail develop procedures to process requests 
for the mandatory review of classified Information. These 
procedures shall apply to information classified under this or 
predecessor orders. They shall also provide a means for 


administratively appeating a denial of a mandatory review 
request, 


a a 


REASONS FOR CHANGE 


Section 3.4(a) of the proposed Order contains editortal changes. 
Requests are now linked to the Administration's recommended 
changes in the FOIA, Only United States citizens etc. ora 
avihorized to requast information. 


Section 3.4(b) of the proposed Order reflects the requirements of 


the Presidential Records Act of 1978. 


' Section 3.4(c) of the proposed Order contains editorial changes to 


the last portion of Section 3-501 of the present Order. 


Section 3.4(d) of the proposed Order contains editor lal changes to 


the language used In a portion of section 3-501 of the present Order. 
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_ 35502, Requests for declassification which are submitted under the pravi: 
sions of the Freedom of information Act shall be processed in accordance with 
the provisions f tha¢ Act. 


3-505. No agency bn possession of a classified document may. in response 
to a request for the document made under the Freedom af Information Act or 
this Order's Mandatory Review provision. refuse to confirm the existence oF 
aan-existence of the document, uniess the fact of its existence or non-exis- 
tence would itself be classifiable under this Order. 


3-504. Requesta for dectansification of classified documents originated by ; 


an agency but in the possession and contrat of the Adminisuator of General 
Services, pursuant 19 #4 U.S.C. 2107 of 2107 note, shail be referred by the 


Archivist to the agency of origin for processing in accordance with Section 3- 


301 and for direct response to the requestor. The Arcchivise shall inform 
sequestors of such referrals. 


3-8, Downgrading, 


3-601. Classificd information that is raarked for automauc downgrading is 
downgraded accordingly without notification to holders. 

3-602. Classified information that is not marked for automatic dawngrad- 
ing may be assigned a lower classification designation by the originator or by 
ether authorized officials when such downgrading is appropriats. Notice of 
downgrading shall be provided to holders of the information to the extent 
practicable. 
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(e) The Secretory of Defense shall develop special procedures 
for the review of cryptologic information, and the Director of 
Central inteltlgence shail develop special procedures for the 
review of Information pertaining to intelligence activities 
{inctuding lol activities), or Intelligence sources or 
methods, after consuttation with affected agencies, The 
Archivist shall develop special procedures for the review of 
information accessloned Into the National Archives of the 
United States, 


{) In response to a request for information under the Freedom 
of Information Act, the Privacy Act of 1974, or the mandatory 
review provisions of this Orders 


(1) An ogency shail refuse to confirm or deny the 
existence or non-existence of requested Information 
whenever the foct of iis existence or non-existance is 
itself classifioble under this Order. : 


(2) When on agency receives any Fequest for documents 
In its custody that were classified by another agency, It 
shall refer copies of the request ond the requested 
documents to the originating agency for processing, and 
may, after consultation with the originating agency, 
Inform the requester of the referral. In cases in which 
the originating agency determines in writing that a 
response under Section 3.4{fX1) is required, the referring 
agency shall respond to the sequester In accordance with 
that Section, 
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REASONS FOR CHANGE 


Sectlon 3.4(e) of the proposed Order is a restatement of Section 
3-403 of the present Order.Section 3.4(f) of the proposed Order is 
aoe in the positive rather than negative fashion of the present 
Order. 


Section 1.4(fX1) af the proposed Order contains editorial changes. 


orem ee eee eg ee ee ee 


Section 3.4(fX2) of the proposed Order contains editorlal changes. 


Section 3-6 of the present Order has been dropped because 
downgrading Is otherwise covered. 


0030001-3 
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EXECUTIVE ORDER 12065 


SECTION 4. Sarccuanpenc. 
Am1, Ceneral Resirichons vn feces. 


4-101. No person mav be given access to classified information unless 
that person has been determined ta be Uusiworthy and unless access is 
occessacy For the performance or otficial duues. 


4-102, Af classified toformstion shall be marked conspicuously to put 
users on notice of its Current classificauon status and, if appropnate, to show 
any special distribuilon or teproduction senrictions authonzed by this Order. 


4-103, Concrals shall be established by each agency to ensure that classi- 
fied information is used. processed. stored, reproduced, and cransmisted only. 
under conditions chat will provide adequate protection and prevent access by 
unauthorized persons, 


4-104, Classified information no longer needed in current working files 
or for reference or record purposes shall be processed for appropriate disposi. 
tien in accordance with the provisions of Chapters 21 and 53 of Tile 44 of 
the United Staves Code, which governs disposition of Federal records. 


4-109. Clasuitled intormauon disserunaied outside the Exenutive branch 


hag Biven protection equivalent to that afforded within the Executive 
Inch, 


LOMPARISON OF EXECUDIVE ORDER 12065 AND THE DRAFT ORDER 
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PART 4 
SAFEGUARDING 


General Restrictions on Access. 


(a) A person is eligible for access to classified information 
provided that a formal determination of trustworthiness has 
been mode by agency heads or designated senior officials and 


provided thal such access Is essential to the accomplishment of 


authorized and lawful Government purposes. 


{b) Controls shall be established by each agency to ensure that 
classified Information Is used, processed, stored, reproduced, 
transmitted, and destroyed only under conditions that will 
provide adequate protectian and prevent access by 
unauthorized persons. 


(c) Classified information shall not be disseminated outside 
the executive branch except under conditions that ensure that 
the Information will be given protection equivalent to that — 
afforded within the executive branch. 


(d) Except as provided by directives issued by the President 
through the National Security Council, classified information 
originating in one agency may not be disseminated outside any 
other agency to which it has been made avoiloble without the 
consent of the originating agency, This Section shall not be 
construed os reducing the authority of the Attorney General, 
with the advice of appropriate agency heads ond subject to 
review by the President, to determine if the use of classified 
information is required to support legal proceedings. For 


16 


REASONS FOR CHANGE 


Sectlon 4, I(a) of the proposed Order contains editorial changes, 


Section 4-102 of the present Order has been deleted. This subject is 
included under Section 1.5 of the proposed Order. 


Section 4-104 of the present Order has been deleted. This Subject 


: wil be addressed in more detail in the implementing directive. 


’ Section 4, Mc) of the proposed Order contains editorial chonges, 


Section 4.1(d) of the Proposed Order is presently addressed in [SOO 


. Directive No. I, £.0. 12065. (t more properly belongs in this section 


of the proposed Order. 
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4-2, Special Accers Programs. SEC 4.2 Special Access Programs. 


4-201. Agency heads listed in Section 1-201 may create special access 


t , disuibution. and protection of particularly sensi- (a) Agency heads designated pursvant to Section [.2(a) may 
aka soap gore want to this Order of prior Orders, Such pro- create special access programs to controt occess, distribution, 
and protection of particularly sensitive Information classifted 
grams may be created of continued only by written bie and only yy cari to this Order or predecessor orders. Such pelt ahi ~ oe et ys a Gg 
those agency heads and. for mauers pertaining 19 intelligence sources an may be created or continued only af the written direction of 
methods, by the Director of Central fatelligence. Classified information in these agency heads. For special occess progroms pertaining ta Section 4.2(a) of the proposed Order contafns editorial changes, ; 
such programs shall be declassified accarding to the provisions of Section 3. intelligence activities (including special activities but not i 


Le eoeet militory operational strategic and tactical programs), 
or Intelligence sources or methods, this function will be 
exercised by the Director of Central Intelligence, Far special 
access programs pertaining to cryptology, this function will be 
exercised by the Secretary of Defense. 


+ t-dU%. Special access programs may be created of continued onty on a 

specific showing thac: 

(a) normal management and safeguarding procedures are not sufficient to 
limit need-to-kaow or access; i 

{b) the number of persons who will need access will be reasonably smal} 
and commensurace with the abjective of providing extra protection for the, 
information involved; and . 

(c) the special access controls balance the need to protect the information 
against the full spectrum of needs to use the inforshation, 


| Section 4-202 of the present Order has been deleted. This sectton 
| ill be addressed in the implementing directive. 


cee: | 


. 


Section 4-203 of the present Order has been deleted, Continuance 
ae te requirement Is an unnecessary and costly administrative. 
iden, 


4-203. All special acceas programs shall be reviewed regularly and, except 
those required by weaty or international agreement, shall terminate automati- 
tally every five years unless renewed in accordance with the procedures in 
Section 4-2. 


4-204. Within 190 days alter the effective dace of this Order, agency ) Each agency head shall establish and maintain t f £ 
heads shall review all existing special sccess progiams under their jurisdiction 9 system o} . i 
and continue them only in Le aace with che proceduses in Sectian 4-2, Roeder Y Offlen une Director of the Section 4.2(b) of the Proposed Order contains editorial changes. : tb 
Each of those agency heads shall alsa establish and maintain a system of rovisions of Seeti y's oa ice, consistent with the % 
accounting for special acces1 programs. The Director of the Information Secu- is ti aris ec ron -2(DX4} shall have fon-delegable access i: 
rity Oversight Office shall have non-delegable access (o all such accountings. 9 all such accountings. i 
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4-3. Aecess by Historical Researchert and Former Preudeniial sAppointers, 


4-301. The requirement in Section 4-108 thac access to classified infor- 
mation may be granted only-as is necessary for the Performance of official 
duties may be waived as provided in Section 4-302 for Persons who: 

{ab are engaged in historical research projects. or 

{b) previously have occupied policy-making positions to which they were 
appointed by the President. 


1-302, Waivers uncer Section 4-301 msyv be granted only if the agency 
wath jurisdiction over the information: 


{a) makes a writen determination that access is consistent with the Inter. 


Ie) limits the access granted to former Presidential appointees to items 
thau the persea originated, reviewed, siqmed or received while serving as a 


Ad. Reproduction Controls, 


AOL. Top Secret documents may not be reproduced without the cansent 
of the originating agency unless otherwise marked by the originating office. 

4-402, Reproduction of Secret and Contidential documents may be re- 
Mricted by the originating agency. fi 

414103. Reproduced copies of classified documents are subject to the same 
accountability and controls as the original documents. . 

4104. Records shall be maintained by all agencies chat reproduce paper 
copies of classified documents to show the aumber and distribution of repro- 
duced copies of all Top Secret documents, of all documents covered by 
special access programs distributed outside the originating agency, and of all 


Secret and all Confidential documents which are marked with special dissemi. | 


nation and reproductian limitations in accordance with Section [-506. 
4-404, Sections 4-101 and 4-409 shall noe restrict the reproduction of 
documents for the purpose of facilitating review for dectassification. However, 


such reproduced documents 1 
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Access by Historical Researchers and F. ormer Presidentiat 
ppointees. 


{a} The requirement in Section 4.1(a) that access to classified 
information may be granted only as is essential to the 
accomplishment of outhorized and lawful Government Purposes 
may be waived as provided in Section 4.3(b) for Persons who: 


(1) ave engaged in historical research projects, or 


(2) previously have occupied policy-making positions to 
which they were appointed by the President. 


(b) Waivers under Section 4.3(a) may be granted only if the ‘Section 4.3(b) of the proposed Order contains editorial changes. 


originating agencys 


(I) determines in writing that access Is consistent with 
the Interest of nattonal security; 


(2) takes appropriate steps to pratect classified 
Informotion from unauthorized disclosure or compromise, 
and ensures that the information Is safeguarded in a 
manner consistent with this Order; and 


(3) limits the access granted fo former presidential 
appointees to items that the person originated, reviewed, 
signed, or received while serving as a presidential 
appointee, 


tend ets wes te, 


espa Secs’ 


Section 4-4 of the present Order hos been deleted. This section will 4 
be addrassed in the Implementing directive. a 


00030001-3 


Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 


EXECUTIVE GRDFR 12065 


SECTION 5. Iupcementation sno Review. 
5-1. Oversight. 


5-101. The National Security Council may review all matcers with respect 
to the implementation of this Order and shall provide overall policy direction 
for the information security program. 


| 5-102. The Adminiscratar of General Services shall be responsible for 
implementing and monitoring she program esablished pursuant to this Order. 
This responsibilay shall be delegated to an Information Security Oversight 
Otlice. a 


3-2. information Secunty Oversight Offite. 


5-201, The Information Security Oversight Office shall have a full-time 
Director appointed by the Administrator of General Services subject 10 ap. 
proval by the President, The Administrator also shail have authority to ap- 
point a scatl for the Office. 


4-209, The Director shaft; 


(a) develop, in consulktstion with the a 
the approval of the National Security 
tion of this Order which shall be bindi 


gencies, and promulgate, aubject 1a 
Council. directives far che implementa- 
ing on the agencies; 


GP oversee agency actions to ensure compliance with this Order and 
inplementing directives; 


4) review all agency implementing regulations and agency guidelines for 
swstematic declassification review, The Director shall require any regulation or 

: guideline to be chacged if it is not consistent «ith this Order or implementing 
/ directives. Any such decision by the Directog may be appealed to the National 
» Security Council, The agency regulation or guideline shall remain in effect 
until the appeal is decided or untit one year from the date of the Director's 
decision. whichever occurs fest. 


mad —_ reviews of the information 
; gency thar handles classified informati 
Tequice of each agency such repons. information, and other peste Z 


MIs, inspection, of access 0 


k : The Direct 
apres denials to the National Security Council. The deniat of sional shall 
re in effect until the appeat is decided or until one year from the date of 
the denial, whichever occurs first, ve 


5.1 


COMPARISON OF EXECUTIVE ORDER 12065 AND THE DRAFT ORDER 


ORAFT ORDER 


PART 5 
IMPLEMENTATION AND REVIEW 


Policy Direction. 


{a) The Notional Security Council shall provide overall policy 
direction for the information security program. 


(b) The Administrator of General Services shall be responsible 
for implementing and monitoring the program established 
pursuant to this Order. The Administrator shall delegate the 
Implementation and monitorship functions of this program to 
the Director of the Information Security Oversight Office. 


Information Security Oversight Office. 


(a} The Information Security Oversight Office shall have a 
full-time Director appointed by the Administrator of General 
Services subject to approval by the President. The Director 
shall have the authority to appoint a staff for the Office. 


(b) The Director shatls 


(1) develop, in consultation with the agencies, and 
promulgate, subject to the approval of the National 
Security Council, directives for the implementation of 
this Order which shall be binding on the agencies; 


(2) oversee agency ocilons to ensure compliance wiih 
this Order ond implementing directives; 


(3} review ail agency implementing regulations and 
agency guidelines for systematic declassification 
review. The Director shall require any regulation or 
ideline to be changed if it is not consistent with this 
rder or implementing directives. Any such decision by 
the Director may be appealed to the National Security 
Council. The 
in effect until the appeal is decided; 


(4) have the authority to conduct on-site reviews of the 
information security program of each agency that 


generates or hondles classified information and to require 


of each agency those reports, information, and other 
cooperation that may be necessary to fulfill the 
Director's responsibilities, If these reports, Inspections, 


of access to specific categorles of classifled information 


would pase on exceptional national security risk, the 
affected agency head or the senior official designated 
under Section 5.3(aX1) may deny access, The Director 


y regulation or guideline shall remain 


19 


REASONS FOR CHANGE 


Section 5.1(a) of the pcopased Order contains editorial changes. 


Section 5.1(b) of the proposed Order contains editorial changes. 


Section 5.2(0) of the proposed Order contains editorial changes, 


Section 5.2(b) of the proposed Order contains ediforial changes. 


al denials fo the National Security Council. The 
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“§) exercise case-Oy-case classeication authority in accordance with Section 
1-205 and review requests for original classification authority from agencics or 
officiate not granted original classification authority under Section b~2 of this 
Order, and : 


(5) review requests for original classification outhority 
from agencles or officials not granted original 
classificotion authority and, if deemed appropriate, 
recommend presidential approval; 


st) consider and take action of comptaims and suggraions from persons 
within or outside che Government with respect ta the administration of the 
information security program, including appeals from decisions on declassifi- 
cadion requests pursuant to Section 3-503: 


{6) consider ond take action an complaints and 
suggestions from persons within or outside the 
Government with respect to the administration of the 
Information security programy; 


(7) have the authority to prescribe, after consultation 
with affected agencies, standard forms that will promote 


Section 5.2(bX7) of the pro, 
the Implementation of the information security program; 


posed Order ' 
responsibilities in the interest of pro ies rat — a {soo 

Security, and economy in security forms, ans 
(8) exercise case-by-case classification authority in 
accordance with Section 1.2(¢} 


te) report annually to the President chrough the Admmistraror of General (9) report at teast onnwally to the President through the 
Services and the National Security Councit on the implementation of this National Security Council on the implementation of this 
Order: Order and 


(10) have the authority to convene and chair interagency 
meetings to discuss matters pertaining to the information 
security program. 


( 

) “h 

it 

Section 5.2(6X10) of the Proposed Order provides a more flexible i 

means of discussing information security matters with affected . 

agencies through ad hac committees, The inclusion of this * 
subsection makes Section 5-3 of the present Order unnecessary. 


\Ch exercise the authority lo declassuy mtormauon provided by Sections 
3-104 and 3-503; 


3-3. dateragency Information Security Commitee, ; 
: Section 5-3 of the present Order has been deleted. This subject Is 


§~300. There is established an Interagency Information Security Commit- Incorporated in Section S.200K 10) oF te Sopoed Gane 


tet which shalt be chaired by the Director and shail be comprised of represent« 
atives of the Secretaries of State, Ocfense, Treasury, and Energy, the Audomey 
General. the Director of Central tncelligence, the National Security Council, 
the Domestic Policy Staff, and the Archivist of the United States, 

3-302. Representatives of other agencies may be invited to meet with the 
Committee on matters of particular interest (o those agencies. 

3-303. The Committee shall meet at the cath of the Chairman or at the 
fequeat of a member agency and shail advise the Chairman on implementation 
of this order, 
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EXECUTIVE ORDER 12065 


DRAFT ORDER REASONS FOR CHANGE 


SEC 5.3 


5-4. Geral Responsibilitia. 


General Responstbitities. 


S401. A copy of any information security regulation and a copy of any 
guideline for systematic declassification review which has been adopted purtu- 
ant to this Order or imptementing directives, shall be submitted to the Infor- 
matlon Security Oversight Office. To the extent practicable, such regulations 
and guidelines should be unclasssfied. 


Section 5-401 of the present Order has been deleted, This section Is | 
Incorporated in 5.2(bX3) of the proposed Order. | 


(a) Agencies that originate or handle classified information 
shall: 


5404. Agencies which originate or handle classified information shail: 
(a) designate a sentor agency official co conduct an active oversight pro- 
gram to ensure effective implementation of this Order; 


Section 5.3(a) of the proposed Order contains editorial changes. 


(1) designate a senior agency official to direct ond 
administer its Information security program, which shall 
include on active oversight ond security education 
program to ensure effective implementation of this 
Order; : 


(2) promulgate implementing regulations. An 


$402. Unclassified regulations that establish agency information security - - 


policy and unclassified guidetines’ for systematic declassification review shall be 
published in the Frogaut Recistza. 


{ establish procedures to prevent unnecessary access to classified infor- 
mation, including procedures which require that a demonstrable need for 
access to classified information is established before initiating administrative 
stearance procedures, and which ensures that the number of people granted 
access to classified information 11 reduced to and maintained at the minimum 
number that is consistent with operational requirements and needs; and 


5-403, Agencies with originat classification authority shall promulgate 
guides for security classification that will facilitate the identification and uni- 
form classification of information requiring protection under the provisions of 
this Order. 


SAUL, (hy designate a senior agency ailicial to chair an agency committee with 


auchacuy to ace on all suggestions and compinnts “sith respect to the agencs's 
adininisiration of the information secunty program, 
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unclassified regulations that estoblish agency aformation 
security policy shall be published or incorporated by 
reference in the Faderal Register to the extent that 
these regulations affect members of the public; 


(3) establish procedures to prevent unnecessary access to 
classified information, Including procedures that (i) 
require that a demonstrable need for access to classified 


i 


Information Is established before initiating administrative | 


clearance procedures, and (i|) ensure that the number of 
persons granted access to classified information Is . 
limited to the minimum consistent with operational and 
security requirements and needs; and 


(4) develop special contingency plans for the protection 
of classified information used in of near hostile or 
potentially hostile areas, 


Section 5-403 of the present Order has been del 
| ted. 
addressed In Section 2.2 of the proposed Order. _ 


Section 5-404(b) of the present Order has been deleted. 
ts incorporated In 5.3(aX}) of the proposed Order, 


00030001-3 


This subject Is 


This subject ' 
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DRAFT ORDER 


EXECUTIVE ORNER 12065 


Section 5-404(c) of the present Order has been deleted, This subject . 


[c} establish a process to Gecide ippesis trom demals of se alay {s incorporated in 3.4(d) of the proposed Order. 


requests submitted pursuant ta Section 3-3; 


Section 5-404(d) of the 4 
present Order ho: 
Is incorporated in 5.3(aX1) of thepr © has fe seeds This subject 


td) establish a program to familiarize agency and ocher personnel nho 
lave access to classified information with the pravisions of this Order and 
imptementing directives. This program shall impress upon agency personnel 
their respansibility to exercise viglance in complying with this Order. The 


Program shall encourage agency personnel to challenge, through Mandatory i 
Review and other appropriate procedures, those classification decisions they ki 
believe to be improper; fl 
. ah 
Section 5-404(e} of the Present Order ha. i te 

, is been deleted. This subject a 

(e) promulgate guidelines for systematic review in accordance with Sec- Is Incorporated in 3.3(a) of the proposed Order. i : 
tioa 3-402; , ‘s 
if 

il 

< at 

Section 5-404(g) of the present Order has been deleted. This subject i 


{g) ensure that practices for safeguarding information are systersatical 


reviewed and that those which are duplicative of unnecessary are eliminace sincmporated In Part 4 of the proposed Order. i 


, Section 5-405 of the present Order has been deleted. This subject Is ! if 


3-105. Agenctes shall submit to the Information Security Oversight Offi. 
1 Incorporated in Section 5.2 of the proposed Order. 


such information or reparts as the Director of the Office may find necessacy ' 
cacy out che Office's responsibilities. 


SEC 5.4 Sanctions. 


(a) If the Director of the Information Security Oversight 


, itorial Se i 
Office finds thot a violation of this Order or Its implementing Section 5.4(a) of the proposed Order contains editorial change | 


5~5. ddmminisirative sanctions, 


s bices if the Information Security Oversight Office finds that a violation - directives may have occurred, the Director shall make a report 
's Order or any implementing directives may have occurred, it shall make to the head of the agency or to the senior official designated 
ps to the head of the agency concerned 30 that corrective steps may be under Section 5.3(aX1) so that corrective steps, If appropriate, ; 
. may be taken. | 
! 
* 
) Officers and employees of the United States Government, 
_4+502, Officers and employees of the United States Government shall be and its contractors, licensees, ond grantees shall be subject to "| Section 5.4(b) of the proposed Order contains editorial changes. 
subject to appropriate administrative sanctions if they: appropriate sanctions if they: . 
(a) knowingty and willfully classify or continue the ¢lassificatian of Infor- 
mation in vialauion of this Order or any implementing directives: or tly ‘discl 
{b} knowingly, willfully and without authorization disclose informacion pln celta poder epee t 
Properly classified under this Order of prior Orders or compromise properly under this Order or predecessor orders; 
classified information through negligence: or P { 
{c) knowingly and willlully violate any other provision of this Order of (2) knowingly ond willfully classify or continue the ‘ 
imp! ting directive. 
fener ony ee . . : : classification of Information in violation of this Order or 


any implementing directive; or 


(3) knowingly and willfully violate any other provision of 
this Order or Implementing directive. 
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re 


(c) Sanctions may include reprimand, suspension without pay, 
removal, termination of classification authority, lass or denial : 
of access to classified information or other sanction in q 
accordance with applicable law and ogency regulation. 


5~303. Sanctions may inclade reprimand. suspension without pay. remoy- 
al, cerminasion of classification authority, or ather sanciion in accordance with 
applicable law and agency regulations. 


(d) Each agency head or the senior official designated under , i 
2-512 Agency heads shall ensure chav a : 4 = Section 5.3(aX1) shall ensure that appropriate and prompt : ; t 
acnoa is laken wheneser'a violation under Seaion SS0! Aelae The Dine corrective actlon Is token whenever a violation under Section - Section 5.4(d) of the proposed Order contains editorial changes. ‘ i 


ot the Untormation 5: » Oversigh © shall be anti ; - §.4(b) occurs. Eliher shall ensure that the Director of the 
volanons seen © Secuniy Oversight Ollice shall be waformed when such Information Security Oversight Office is promptly notified 
a whenever a violation under Section 5.4(bX 1) or (2) occurs. 


' Section 5-505 of the present Order has been deleted. This subject is 
addressed in Attorney Generai guidelines making it redundant ond 
inappropriate in the proposed Order. 


3-203, Agency heads shall repart to the Attorney General evidence re- 
Mecced in classitied information of possible vinlagans of Federal crimnat fan 
d+ an agency emplovee and of passible vialations dy ans cher person of those 
Federal criminal laws specilied in guidelines adopted by che Auamey General, 
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EXECUTIVE ORDER §2065 


SECTION 8. Genéasn Provisions. 


S-1. Oafininans, 
6-104, “Agency” has the meaning defined in 5 U.S.C, $32¢e). 


8-102, “Classitied intormation™ means mtormation or matenal. bere:n 
collectively termed information, that is owned by, produced for or by, or 
under the contcol of, the United States Government, and that has been 
feemmred oursuint © this Order or grins Wrdert wo requars drereenon 
aguins¢ unauthorized disciosure, and chat is so designated, 


W103, “Foreign government infurmation™ means information that has 
huen provided 1 the United States inc nee Os, OF produced by the 
Laued States pursuant co 3 wntten jolt arraneement eequiring confidentatin 
snh oo loreian Fovernment or interatinnal segamestion af governments. 


N=194. “National sccurty means (he nawonal desense and foreign sela- 
tions of the United Seates. 


6-105. “Declassificauon event” means an event which would eleminate the 
teed for continued classification. 


ee i ee ee on ee ee 
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6.4 
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PART 6 
GENERAL PROVISIONS 
Definitions. 
{0} “Agency" has the meaning provided at § U.S.C. 552(e). 


(b) “information” meons any information or material, 
regardless of |ts physical form or characteristics, that is owned 
by, produced by, produced for, or is under the control of the 
United States Government, 


(c} "Natlonal security information" means Information that has 
been determined pursuant ta this Order of ony predecessor 
order to require protection ogalnst unauthorized disclosure and 
that Is so designated. 


(d) "Fareign government information® means: 


(1) information provided by a foreign government or 
gevernments, on international organization of 
governments, or any element thereof with the 
expectation, expressed or implied, that the information, 
the source of the information, or both, are to be held In 
confidence; or 


(2) any information produced by the United Stotes 
pursuont to or as a result of a joint arrangement witha 
foreign government os organization of governments, 
requiring that the information, the arrangement, or both, 
be held in confidence. 


(e) "Notional security" means the national defense and/or 
foreign relations of the United States. 


(f) “Confidential source" means any individual or orgonizatian 
that has provided, or that may reasonably be expected to 
provide, information to the United States on matters 
Pertaining to the national securlty with the expectation, 
expressed or Implied, that the information or relationship, or 
both, be held In confidence. 


(g) "Original classification" means an initial determination 
that Information requires, in the interest of national security, 
protection against unauthorized disclosure, together with a 
classification designation signifying the level of protection 
required, : 


REASONS FOR CHANGE 


This section of the proposed Order contains some editorial changes 


New definitions: 

Proposed Order 

6.1{b) Information 

6.1(f) Confidential Source 
6.1(g) Original Classification 


These definitions were added to insure consistent interpretation by 
affected agencies. 


Deleted definition: - 


Present Order 
6-105 Declossification Event 


in Section 6 of the proposed Order is unnecessary. 
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REASONS FOR CHANGE 
ee 


5-2. Ceneral. 


i 6-201. Nothing in this Order shail supersede any requirement made by ot ee 6.2 General. ‘ 
under the Atomic Energy Act of 1954, as amended. “Resiricied Data” and : ? i 
information designated a3 “Formerly Restricted Data” shall be handled, pro- (a) Nothing in this Order shail supersede ony requirement \ 
lected, classified, downgraded, and declassified in ‘conformity with the provi- made by or under the Atomic Energy Act of 1954, as f 
sions of the Atomic Energy Act of 1954, as amended, and regulations issued amended, ‘Restricted Data" ond "Formerly Restricted Data" 

Pursuant thereto. 


@ shall be handled, protected, classified, downgraded, and 
declassified in conformity with the provistons of the Atomlc 
Energy Act of 1954, a8 amended, and regulations issued under 


that Act. 

: {b) The Attorney General, upon request by the head of on fa 
6-202. The Aitomey General, upon request by the head of an agency. his + : a 
duly designated represermative, or the Director of the Information Security Orfice, pai ebro 7 Hoa piccnetien secur veer 2 
Oversight Office, shall personally or through authorized representatives of the cep Peseana ty: Of | ‘ough au rized representat ves Fi 
Department of Justice render an interpretation of this Order with fespect io of the Department of Justice render on interpretation of this { 
any question arising in the course of ft3 administration, Ore ih rene} to any question arising in the course of its : 

adralnistration, 


{c) Executive Order No, 12065 of June 28, 1978; the 
accompanying presidential Order of June 28, 1978; Information 
Security Oversight Office Implementing Directive No. | of 
October 2, 19783 and Section 5-209 of Executive Order No. 


12148 of July 20, 1979, are revoked as of the effective date of 
this Order. 


Hae 


(d) This Order shall become effective on 
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